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Who are we?

In collaboration with NCC’s Hardware Security

▪ James Chambers

▪ Rob Wood

Alex Plaskett (@alexjplaskett)
NCC Group - Exploit Development Group (EDG)

McCaulay Hudson (@_mccaulay)
NCC Group - Exploit Development Group (EDG)
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What is Pwn2Own?

▪ Yearly vulnerability research competitions held by 
Trend Micro (ZDI - Zero Day Initiative)

▪ Goal => Compromise specific targets

▪ $ Prizes vary based on expected difficulty of the 
target

▪ ZDI purchase vulnerabilities / exploits
▪ Provide directly to the vendors to fix the issues
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Pioneer DMH-WT7600NEX

▪ In-Vehicle Entertainment (IVI)

▪ 9" Floating Display
▪ 1-DIN Chassis
▪ HD Screen
▪ Amazon Alexa Built-in
▪ Apple CarPlay® (Wired, Wireless)
▪ Android Auto  (Wired, Wireless)
▪ Remote Control Included

Price
$1,300 (approx. £1,000)
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Pwn2Own Preparation
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Firmware Extraction - eMMC BGA Chip Off

▪ Hot Air SMD Rework Station
Before After
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Firmware Extraction - eMMC Reader

▪ AllSocket eMMC153/169 reader
▪ Mounting

▪ sudo losetup -f -P 
pioneer_emmc_dump_3.04.
img

▪ Find out the eMMC is not encrypted. 
Good start!
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Universal Asynchronous Receiver/Transmitter (UART)

▪ Very common way to provide debug 
output and interaction on embedded 
devices

▪ Often can provide shell access via 
serial console
▪ State varies depending on 

development / production 
devices

▪ Very useful for recon, analysis, 
debugging and general device 
visibility 



▪ Production device
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UART – Spot the difference

▪ FCC Filling (https://fccid.io/AJDK112)

https://fccid.io/AJDK112
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UART – FPC 10-pin breakout board

▪ FPC 10-pin connector to breakout board

o 0.5mm pitch

▪ Soldered it up and expected output...

▪ Result: nothing…
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UART - Software

▪ UART disabled in software in the OS?
▪ Reverse engineering firmware

▪ Touch “Source off” screen in 3-1-
3-1-2 pattern

▪ Found a hidden screen!
▪ "Debug Mode Password Input" 

menu but we didn't know the 
password
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UART - Software

▪ Reverse engineered "libPHMI_PluginMain.so"
▪ "POSEIDONDBG ON"
▪ Different passwords for entering debug mode?



13

UART – Debug Menu

▪ Gained access to a secret debug menu
▪ Mix of English and Japanese entries...

▪ Google image translate to the rescue
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UART – Debug Menu (Continued)

▪ This looks promising!
▪ Debug Serial Output
▪ Inside of that we have:

▪ Debug Serial Output – 
Off

▪ Console Input – Off
▪ Try to turn these on..

Original Google Translate
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UART - Output (TX)

▪ TX is working, so we have UART ▪ Why is RX not working?!?!
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UART - Finding RX

▪ Attach TX from USB Serial adapter to needle tip probe
▪ Probe every location close to the TX on PCB

▪ Look for keystrokes when pressing keys
▪ Probe below it on the other side of the board..

▪ 0-ohm resistor missing or broken trace!

▪ So now do we have a shell??
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UART - Login Prompt

▪ eMMC /etc/shadow dump
▪ root:$1$78VNVui6$otKNlQ.XQo.V6YwiBYrrD/:19393:0:
99999:7:::

▪ Cracking
▪ Brute forcing 7 alphanumeric symbol chars
▪ Common password lists
▪ Custom built wordlists (Greek mythology, 

vendor/manufacturer websites etc) with various rulesets
▪ We didn't go further with brute forcing

▪ Gets expensive / infeasible afterwards
▪ Try another approach..
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eMMC - Chip Reattaching

▪ Tried to patch in dropbear SSH "backdoor" 
onto flash and reattach

▪ Tried to remove chip whilst keeping solder 
balls intact

▪ BGA chip reballing/rework
▪ Tried with a BGA stencil
▪ Death of our first device
▪ Luckly, we have two devices!
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eMMC - In Circuit Programming

▪ Try to modify chip whilst it is still on the PCB
▪ Test Pads on silk screen:

▪ Labelled
▪ MMC_D0
▪ MMC_D1
▪ MMC_D2
▪ MMC_D3
▪ MMC_D4
▪ MMC_D5
▪ MMC_D6
▪ MMC_D7
▪ MMC_CMD

▪ Missing?
▪ MMC_CLK
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eMMC - In Circuit Programming

▪ Spent a long time probing around on the 
PCB with logic analyser

▪ CLK only seems to be exposed through a 
tiny via

▪ Use fiberglass pencil to "rough" up via (if 
soldering)

▪ Use needle tip probes to understand signals
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eMMC - In Circuit Programming

▪ Start reading eMMC specs
▪ Looks valid!
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eMMC - In Circuit Programming

▪ Probes attached to eMMC chip 
pads



23

eMMC - In Circuit Programming

▪ Solder up for hardware programmer
▪ Microscope for the tiny via
▪ Hold SOC in reset using NSYSRST pin
▪ Try fully dump firmware but still get hit by watchdog

▪ Watchdog only allows about 5 seconds of reading/writing
▪ Use initial dump to work out /etc/shadow offsets

▪ Patch region at offset within 5 seconds
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eMMC - In Circuit Programming

Hardware Programmer
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root!
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Hardware - Summary

▪ eMMC Chip Off
▪ Firmware Dump

▪ UART
▪ Solder FPC 10-pin connector
▪ Access hidden debug menu (3-1-3-1-2)

▪ Enter password: "POSEIDONDBG ON“
▪ Debug Serial Output – On
▪ Console Input – On

▪ Solder RX broken trace
▪ Patch /etc/shadow via in-circuit eMMC programming
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Pwn2Own Exploit – Software Attacks

▪ Competition rules state hardware attacks 
are not allowed!

▪ Vulnerability must result in code execution
▪ Identified a bug during insecure HTTPS 

response handling
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Fake HTTPS Server

▪ Host a WiFi Hotspot
▪ Attacker controlled DHCP

▪ Attacker controlled DNS
▪ Attacker controlled HTTPS server

▪ All HTTPS responses for api.sports.gracenote.com 
are attacker controlled
▪ (Insecure – accepts self-signed SSL certificates)



▪ Pioneer CarAVAssist App
▪ Favourite Sports Teams

▪ Add Team
▪ Soccer

▪ Premier League – 2024/2025
• Manchester United
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CarAVAssist – Configure Sports Team
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Transfer Mode - Sync
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Transfer Mode - Sync
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Fake Gracenote Server – Sports Event Request

Team Id
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Fake Gracenote Server – Sports Event Fake Response

Fake Sports Event Id
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Fake Gracenote Server – Sports Event Participants Request

Fake Sports Event Id
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Fake Gracenote Server – Sports Event Participants Fake Response

Fake Organization Id (Path Traversal Attack)
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Fake Gracenote Server – Sports Organizations Request

Fake Sports Event Id
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Fake Gracenote Server – Sports Organization Fake Response

Fake Organization Id
(Path Traversal Attack)
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Fake Gracenote Server – Sports Organization Images Request

Fake Organization Id
(Path Traversal Attack)
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Fake Gracenote Server – Sports Organization Images Fake Response

Organization Id

Remote file to be saved to disk
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Fake Gracenote Server – Sports Organization Images Fake Response

Fake Organization Id
(Path Traversal Attack)

Remote file to be saved to disk
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Fake Gracenote Server – Sports Organization Fake Image Download
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File write target

▪ Most files are in read-only filesystems
▪ Many mounts are noexec
▪ Limited to a small number of data and 

configuration files
▪ pkcs11.txt allows configuration of 

shared objects with a full path
▪ USB mounted as NTFS was missing 
noexec
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Trigger automatic reboot

▪ pkcs11.txt triggers when browser is 
restarted (or device is rebooted)

▪ Pwn2Own rules allow no user 
interaction after attempt is started

▪ Fuzzed /usr/local/bin/Media 
service to crash, results in a device 
reboot
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Malicious pkcs11 shared object

▪ Ability to execute code via malicious shared 
object (loaded via web browser pkcs11.txt)

▪ Shared object is stored on usb at 
/media/usb_a1/libzmq.so.5.1.3

▪ Executes telnetd from USB as netfrontbe
▪ Fake library exported functions (eg: 
NSC_GetFunctionList)
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Pwn2Own Automotive 2024
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Software - Summary

▪ Trigger Gracenote communication via sports team 
sync

▪ Respond to HTTPS requests with a malicious web 
server
▪ Leverage path traversal vulnerability for an 

arbitrary file write
▪ Plant malicious shared object on USB
▪ Overwrite web browser pkcs11.txt configuration 

file to load shared object
▪ Restart the browser / device to execute the 

shared object
▪ Results in executing telnet
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Privilege escalation – Known Linux Kernel Exploit

▪ Traditional n-day kernel exploit vulnerability
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Spyware Implant

Data Resource File
GPS /dev/tty_chips

Contacts /data/RW/PhoneBook/DEV*

Bookmarks /data/RW/CompanionAppSetting/deviceid_*:bookmark/bookmark.json

Cookies /data/RW/bclr/browser/data/Cookies

WiFi /data/SETUP/WIFIINFO.DAT

Last Url /data/RW/browser/url/last_access.dat

Background Image /data/RW/PictureChange/*/CustomImg*
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Spyware Implant
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Demo
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The Patch? (v3.06)

▪ The HTTPS requests now verify the remote certificate authority preventing a fake HTTPS server

CVE / ZDI Title
CVE-2024-23928
ZDI-24-1045

(0Day) (Pwn2Own) Pioneer DMH-WT7600NEX Telematics Improper Certificate 
Validation Vulnerability

CVE-2024-23929
ZDI-24-1044

(0Day) (Pwn2Own) Pioneer DMH-WT7600NEX Telematics Directory Traversal 
Arbitrary File Creation Vulnerability

CVE-2024-23930
ZDI-24-1043

(0Day) (Pwn2Own) Pioneer DMH-WT7600NEX Media Service Improper Handling of 
Exceptional Conditions Denial-of-Service Vulnerability



Confidential

www.nccgroup.com

x.com/NCCGroupInfosec

x.com/_mccaulay

x.com/alexjplaskett

Questions?
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