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What is Pwn2Own?

• Yearly vulnerability research competitions held by Trend Micro (ZDI - Zero 
Day Initiative) 

• Pwn2Own Desktop (March)

• Pwn2Own Mobile (October/November)

• Pwn2Own Automotive (Jan 2024)

• First edition

• Goal of the competition is to compromise a certain set of targets

• Prizes vary based on expected difficulty of the target

• ZDI purchase vulnerabilities / exploits

• Provide directly to the vendors to fix the issues
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Pwn2Own Tokyo Venue (Automotive World at the Tokyo Big Site)
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Pwn2Own Automotive Targets

Electric Vehicle Chargers

In-Vehicle Infotainment (IVI) Operating Systems

Tesla
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Pwn2Own Automotive 2024 Rules

https://www.zerodayinitiative.com/blog/2023/8/28/revealing-the-targets-and-rules-for-the-first-pwn2own-
automotive

• Requires unauthenticated code execution on the devices

• 3 attempts

• 10 minutes per attempt

• Expanded so attacks which require physical presence are 

also in scope

• Hardware attacks are important for preparation but not 

allowed in the competition

https://www.zerodayinitiative.com/blog/2023/8/28/revealing-the-targets-and-rules-for-the-first-pwn2own-automotive
https://www.zerodayinitiative.com/blog/2023/8/28/revealing-the-targets-and-rules-for-the-first-pwn2own-automotive
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Public EV Chargers Growth

The United Kingdom expects to install at least 
300,000 public chargers by 2030. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1065576/taking-charge-the-electric-vehicle-infrastructure-strategy.pdf
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Pwn2Own EV Chargers
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EV Charger Categories

• Private Residential 

• Public (Charging Point Operator)

• Strategic Road Networks

• Motorway Service Stations
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Target Device

Phoenix Contact - CHARX SEC-3100 • Build your own EV charging infrastructure from 
components!
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EV Charger Infrastructure Overview
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Phoenix Contact - CHARX SEC-3100

• Control Module • OCPP Backend Connection

• V2G Connections
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Phoenix Contact - CHARX SEC-3100

• Developer friendly

• REST and MQTT API Docs! 
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Attack Surface Research

• Physical Interfaces

• Device State

• External Services
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CHARX SEC-3100 Physical Interfaces

SIM

WAN (eth0)

LAN (eth1)

USB (usb0)

MicroSD



16

Device State (Server vs Client)

• Serial client/server group (daisy chain)

• Different services exposed

• Different outbound communication

• Attacker can:

• Trigger server -> client by running 
DHCP server on 192.168.4.0/24

• Trigger client -> server by setting 
System.name to ev3000
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External Services

Port Service WAN Server LAN Server WAN Client LAN Client

22/tcp SSH ✓ ✓ ✓

80/tcp CharxWebsite Frontend ✓ ✓ ✓

81/tcp HTTP ✓ ✓

502/tcp Modbus Server ✓

1883/tcp Mosquitto ✓ ✓

4444/tcp HTTP CharxControllerAgent ✓ ✓ ✓

4999/tcp Web Socket ✓ ✓

5000/tcp HTTP CharxWebsite ✓ ✓ ✓

5001/tcp HTTP 
CharxSystemConfigManager

✓ ✓

9999/tcp HTTP CharxUpdateAgent ✓

123/udp NTP ✓

5353/udp mDNS ✓ ✓ ✓ ✓
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CHARX Custom Services

• HTTP
• CharxWebsite (80/tcp)

• HTTP REST JSON 
• CharxWebsite (5000/tcp)
• CharxControllerAgent (4444/tcp)
• CharxSystemConfigManager (5001/tcp)

• /api/v1.0/config
• …

• CharxUpdateAgent (9999/tcp)
• /get-update
• /return-database
• /return-logs
• …
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Firmalyzer - Automated Environment Analysis 
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Reverse Engineering

• Static

• Most custom services/binaries 
built with Cython (Python in C)

• Dynamic

• Emulation in QEMU
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Reverse Engineering (Compiled Cython)

• “Cython translates Python code to C/C++ code, 
but additionally supports calling C functions and 
declaring C types on variables and class 
attributes.”[1]

[1] https://github.com/cython/cython

• Approximately 4,000 lines of boiler plate C code

• Each line of Python is approximately 50 lines of C code

• 1 line “Hello World” in Python = 4,187 lines of C code

• Reversing is significantly harder, but not impossible

https://github.com/cython/cython
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Reverse Engineering (Compiled Cython) - Ghidra

Is this Python?
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Reverse Engineering (Compiled Cython) – Ghidra Script

• Ghidra script to automate:

• Find/retype symbols

• Retyping function 
signatures

• Retyping string constants 
and add them as a 
comment

• Dump strings table 
(__pyx_string_tab)
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Reverse Engineering (Compiled Cython) – Ghidra Script

• Reconstructing Python from strings and variable reuse logic

• Enough to find vulnerabilities?
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QEMU Emulation

• ELF 32-Bit ARM

• sudo apt-get install qemu-arm

• Extract _CHARX-SEC-3XXX-
Software-Bundle-
V1.4.2.raucb.extracted/squashfs-
root/root

• sudo chroot phoenix/ /bin/sh

ID="charx"
NAME="CHARX control Embedded Linux"
VERSION="1.4.2 (warrior)"
VERSION_ID="1.4.2"
PRETTY_NAME="CHARX control Embedded Linux 1.4.2 
(warrior)"
BUILD_ID="release+1448.20230908.129861fd.7e14fd1"
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QEMU Service Execution

• Deploy config files

• Edit debug options

• Start services running 

• Semi working emulated 
environment without physical 
device 
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Compromising CHARX #1

• Default user account password is 
reset to “user” after firmware 
update

• Client mode

• HTTP request /get-update-list

• HTTP download /get-
update/last_update.raucb

• Device reboots

• SSH with default credentials

• Username: user-app

• Password: user
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Compromising CHARX #1 - Server to client mode

• Trigger server mode to client mode by running DHCP server on 192.168.4.0/24
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Compromising CHARX #1 – Web Server

• Our Debian host acts as a CHARX server

• CHARX client performs HTTP requests for updating firmware

• Respond with fake update (9.9.9) to trigger download

• Downloads legitimate firmware file (1.42) and re-installs firmware

• Device reboots
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Compromising CHARX #1 – SSH

• SSH with default credentials

• Username: user-app

• Password: user

• Password is expired to set 
new password

• Login via SSH
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Compromising CHARX #1 – Demo (Remote Shell)
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Compromising CHARX #1 – CVE-2024-6788

• “A remote unauthenticated attacker can use the firmware update feature on the LAN 
interface of the device to reset the password for the predefined, low-privileged user “user-
app” to the default password.”

Severity: 8.6 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:H)

VDE-2024-022 | CERT@VDE

https://cert.vde.com/en/advisories/VDE-2024-022/
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CHARX Privilege Escalation

• Custom scripts allowed to run as 
sudo due to /etc/sudoers.d/

• User input parameters passed to tar
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CHARX Privilege Escalation - /etc/sudoers.d

• By default, you can SSH
• username: user-app
• password: user

• /etc/sudoers.d/user-app
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CHARX Privilege Escalation - /usr/local/bin/charx_pack_logs

• Single argument assigned to 
$target_file

• Expects “example.tar.gz”

• Variable passed to $TAR 
$target_file $charx_logfiles 
$submodules_logfiles

• sudo tar –czf example.tar.gz 
/log/example.log
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CHARX Privilege Escalation – tar parameters

• --checkpoint and --checkpoint-action can be abused to execute commands
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CHARX Privilege Escalation – Exploiting

• Not used in Pwn2Own (Privilege escalation 
unnecessary). 

• Reported to ZDI afterwards (duplicate report)
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CHARX Privilege Escalation – CVE-2024-25999 (ZDI-24-865)

• “The specific flaw exists within the charx_pack_logs script. The issue results from the lack of 
proper validation of a user-supplied path prior to using it in file operations. An attacker can 
leverage this vulnerability to escalate privileges and execute arbitrary code in the context of 
root.”

Severity: 8.4 (CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)

VDE-2024-011 | CERT@VDE

https://www.zerodayinitiative.com/advisories/ZDI-24-865/
https://cert.vde.com/en/advisories/VDE-2024-011/
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Compromising CHARX #2

• Execute shell script via config 
injection

• Server mode

• Upload arbitrary file contents

• Client mode

• Configure Cellular Network

• ppp Config Injection

• Server mode

• Reboot
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Compromising CHARX #2 - Uploading Arbitrary File Contents

• POST http://<charx-ip>:9999/return-database

• Stores file to /data/charx-update-agent/upload/jupicore_abcd.db with executable permissions (-rwxrwxrwx)

• Validation occurs on filename, however no validation on file contents
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Compromising CHARX #2 - Uploading Arbitrary File Contents

• Use this primitive to upload the following script file

• Plants the script on the filesystem, however, is not automatically executed yet



42

Compromising CHARX #2 - Server to client mode

• Trigger server mode to client mode by running DHCP server on 192.168.4.0/24
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Compromising CHARX #2 - Config Injection

• CharxSystemConfigManager (5001/tcp) allows 
setting config values in /data/charx-system-config-
manager/system-user-configuration.ini

• CelluarNetwork section values are copied to the 
pppd (point-to-point protocol) config file 
/etc/ppp/peers/charx-provider

• New line characters are not allowed

• ppp parses multiple options in the same line 
separated by a space
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Compromising CHARX #2 - Config Injection



45

Compromising CHARX #2 - Config Injection

• POST: http://<charx-ip>:5001/api/v1.0/<section>/<name>

Section Name Value

CellularNetwork apn everywhere

CellularNetwork useaccesscredentials True

CellularNetwork username eesecure

CellularNetwork password secure

CellularNetwork pin 1111

CellularNetwork defaultroute True

CellularNetwork idledisconnect 3600 welcome /data/charx-update-agent/upload/jupicore_abcd.db 
connect /data/charx-update-agent/upload/jupicore_abcd.db init 
/data/charx-update-agent/upload/jupicore_abcd.db

CellularNetwork enabled True
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Compromising CHARX #2 - Client to server mode

• POST: http://<charx-ip>:5001/api/v1.0/<section>/<name>

Section Name Value

System name ev3000
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Compromising CHARX #2 - Trigger reboot

• POST: http://<charx-ip>:5001/api/v1.0/reboot
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Compromising CHARX #2 – Demo (Light Show)



49

Compromising CHARX #2 – CVE-2024-25994 (ZDI-24-867)

• “An unauthenticated remote attacker can upload a arbitrary script file due to 
improper input validation. The upload destination is fixed and is write only.”

Severity: 5.3 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N)

VDE-2024-011 | CERT@VDE

https://www.zerodayinitiative.com/advisories/ZDI-24-867/
https://cert.vde.com/en/advisories/VDE-2024-011/
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Compromising CHARX #2 – CVE-2024-25995 (ZDI-24-856)

• “An unauthenticated remote attacker can modify configurations to perform a 
remote code execution due to a missing authentication for a critical function.”

Severity: 9.8 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)

VDE-2024-011 | CERT@VDE

https://www.zerodayinitiative.com/advisories/ZDI-24-856/
https://cert.vde.com/en/advisories/VDE-2024-011/


Confidential

EV Infrastructure Post 
Exploitation



52

In the wild attacks

• Defacement • Privacy Risks
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Key Threats

• Defacement

Reputation

• Data Leakages

Privacy

• Botnet / Ransomware

• Denial of Service

• Electric Grid Disruption

Disruption

• Power Theft

• Payment Fraud

Fraud
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Pwn2Own CHARX SEC-3100 Summary 

• Even with large use of Python still native code vulnerabilities
• Still need to be careful about managed code security 

• Logic bugs etc. 

44%

31%

13%

6%
6%

VULN TYPE

Input Validation (7) Memory Safety (5) Cleartext Transmission (2)

Firewall Bypass (1) Untrusted Search Path (1)
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Conclusion

• At Pwn2Own all the EV chargers were hacked. 
• Mostly simple bugs too..  
• Not too much time investment 

• Large attack surface
• Lots of interfaces / connectivity 

• Endpoint attack detection visibility needs to be thought about 

• Research access can be challenging
• Needs to be done safely (high voltages)

• Future research could focus on the feasibility of attacks which 
affect safety 
• Can you physically damage chargers / cars etc? 
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Credits

• ZDI 

• For running a great 
competition! 

• Phoenix Contact PSIRT

• Patched issues quickly and 
responsive comms

• NCC Transport Practice

• Liz James 

• Andy Davis 
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