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1 Introduction

There are many fuzzers and fuzzing frameworks available to test everything from files, to network
protocols, to interface technologies. None of them are perfect, but they all offer a range of different
capabilities to different user bases. The motivations behind the Zulu fuzzer lie in the rapid prototyping
that normally happens on a client engagement where something needs to be fuzzed within tight
timescales. Many of us will have created bespoke fuzzing scripts time and time again on client sites,
maybe tweaking and changing these scripts as requirements change from job to job. There are
various fuzzing frameworks available that provide potential solutions to this problem, but they often
have quite a steep learning curve associated with them and therefore, are not always best suited to
getting a fuzzer up and running quickly and easily. Also, the ability to see and manipulate the data
graphically is attractive to many users, as purely command line-based tools can be intimidating to
some.

Zulu is an interactive GUI-based fuzzer. It is as much as possible, input and output-agnostic so once
you are happy with using the fuzzing engine that's driven by the GUI you are only limited by the input
and output modules that have been developed for it. It is written purely in Python and has been
released under AGPL on the NCC Group Github page:

https://github.com/nccgroup/zulu

This paper serves as an introduction to using Zulu and includes a number of tutorials explaining how
to use the different features within the tool. The tutorials have been written with minimal duplication
and therefore they are intended to be read in order.
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2 Tutorial One: Zulu basics

Before we discuss the details of specific fuzzing sessions its worth spending some time looking at
the GUI and all its elements, in addition to understanding the general workflow of the tool.
The GUI is split into a number of areas:

B zulu - the interactive fuzzer 10| x|
File Configuraton InputMethod OutputMethod Fuzzing
A Hdrr QO m=QQOsC- %
Input data Mutation points Mutators \\\ i /
| [— 2l T Longstiings | ] ™ User defined | |
™ Format strings Ly ™ Eit sweep (byte)
™ Single byte brute force ™ Bit sweep (double byte)
™ Double byte attacks ™ Bit sweep (quad byte)
. Zulu
. ™ Quad byte attacks ™ Inverted bit sweep (byte)
| n p Ut D d t d M u t d t 10NSs ™ Mul representations | | ™ tnverted bit sweep (double byte)
™ Unix command execution &' ™ tnverted bit sweep (quad byte)
I Windows command execution | ]
™ XML attacks (] ™ Enable ZuluScript (see “/binfcustom.py”) ol
I AsCII Control chars ™ Enable Wireshark integration
LI I Extended Ascr ™ Enable vMware integration
J Send data unmodified I Clear all | Al bytes | Al words | Al dwords: I
Input data bytes: Add offsets: |-:| =l |-J =l
= =
Hex Data Bytes ASCII Data BytES
| E
Status:
H
Current Status
H
I [Fuzzer selected: Network Fuzzer [ Status: Idle A

Figure 1: The Zulu GUI layout

e Input Data - This is where separate packets (both input and output) from a network capture
are displayed. If the input is a single file then this will be displayed as a single entry.

e Mutations - In this section details of fuzzpoints, length fields and packets to be sent
unmodified are displayed

e Hex data bytes - The hex data associated with the currently selected Input Data entry is
displayed

e ASCIlI data bytes - The ASCII data associated with the currently selected Input Data entry is
displayed

e Current Status - General status updates as to what Zulu is currently doing
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the GUI:

[ zulu - C:\users\andy\Research\zulu\dev\sessions\2012-06-23_20-11-29\session
File Configuration InputMethod OutputMethod Fuzzing
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of information likely to be present in each section of

=10l

Al 00 =000wE_ 1+

Input data Mutation points Mutators:
[Packet #0005 Out (0000 bytes) 2] [Length:0-3 Pke:6 =l Longstrings
Fuzzpoint:13-14 Pkt:6

[ Format strings
Packet $0007 In (0416 bytes)
Packet #0009 In (0246 bytes)
Packst $0011 In (0058 bytes)

130-31 Fkti6

Fuzzpoint:148-157 PkL:6 I™ Double byte attacks
I Quad byte attacks

7203 PEi:E 7 single byte brute force

[ Nl representations | |
Packet #0012 Out (0039 bytes) ru "
Packst #0013 In (0049 bytes) i command execu

[Packet #0014 Out (0074 bytes)
Packet #0015 In (0078 bytes)

tion

™ Windows command execution | ]

I User defined | ]

I Bit sweep (oyte)

I it sweep (double byte)

I Bit sweep (quad byte)

I~ Inverted bit sweep (byte)

I 1nverted bit sweep (double byte)
™ Inverted bit sweep (quad byte)

N 0/

By,
ST N

Zulu

¥ xMLattacks | | I Enable ZuluScript (see “fbinfaustom.py?) | |

Eimtelsss 0N Ene((0ETE) o) I AsCli Control chars T Enable Wireshark integration

Packet #0017 In (0077 bytes) I Extoed A5C I el Viware integrat

Packet #0018 Out (0074 bytes) =l tender riable VMware integration

Packet #0013 In (0030 bytes)

e [OOPD Gl Loz Senddatzunmodfied | Clearal | Wibytes | Alwords | Aldwords |

Packet #0021 In (0084 bytes) =l

Input data bytes Addoffsets: o =0 =l

£ 55 4d 42 73 00 00 00 00 ce 00 00 00 00 00 00 0O 00 00 0O 00 00 0O 00 =] =

00 00 02 00 Oc ££ 00 00 00 00 30 32 00 OL 00 00 0O 00 00 4a 00 00 00 00 00 £d e3 03 50 83 00 60

48 06 06 2b 06 01 05 05 02 a0 3= 30 3c a0 O 30 Oc 06 0a 2b 06 01 04 01 82 37 02 02 0a a2 2a 04

28 00 01 00 00 00 15 02 08 60 05 00 05 00 20 0O 00 00 03 00 03 DO 25 00 0O ¢ cc .

00 56 4= 45 54 33 42 4c 55 00 55 00 6e DO 69 00 78 00 00 0O 20 00 .VNETSBLU.U.n.i.x. .
33 00 2e 00 38 00 2e 00 30 00 2d 00 53 0O 56 00 4= 00 2d 00 62 00 75 00 €2 00 6c 00 64 00 2d 00 3...9...0.-.5.V.N.-.b.u.i.1.d.-.
31 00 31 00 35 00 37 00 32 00 00 00 56 00 4e 00 45 00 5¢ 00 33 00 00 00 1.1.5.7.2...V.N.E.T.3...
Status:

| [Fuzzer selected: Network Fuzzer [selected packet = 6

[status: 1die

Figure 2: The Zulu GUI, populated with data

The majority of the large-volume output is displayed in the command-line console (and also logged

to afile):

\Windows\system32\cmd.exe - zulu.py

Figure 3: The Zulu console
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The following illustrates the Zulu file structure:

e /bin - Zulu binaries and custom.py (ZuluScript Python)

e /crashfiles - When file fuzzing, files that have caused the target to crash are placed in here

o [fuzzdb - the fuzzer testcase files (these can all be modified, but there is a user-defined.txt
file which should ideally be used for custom testcases

e /images - images used by the GUI

o J/logs - log files

e /pcap - when Wireshark integration is enabled, auto-generated PCAP files are placed in
here

e /PoC - when a crash occurs and a PoC is auto-generated, it is placed in here (and emailed
to the user if the email settings have been configured)

e /sessions - all the configuration options and captured packets can be saved in a session file

o /tempfiles - when file fuzzing, manipulated files are temporarily placed in this directory

e /templates - the template used to generate the PoC files is in here

3 Tutorial Two: Proxy-based network fuzzing

In this tutorial we will capture packets from a Windows Remote Desktop session via a proxy and then
start fuzzing some of the data. First, you need to set the proxy settings, which can be found in the
Configuration menu:

nlulu - the interactive fuzzer

File | Configuration InputMethod Output Method

A Email Motification Settings
VMware Settings

INp ereoreres

Proxy Settings

Figure 4: Selecting proxy settings

This will bring up the Proxy configuration window:

Proxy configuration

—Configue proxy settings

Target host: |1|]|33|33| 117

Target port: |33ag

Local port: |1234

Max padkets: IEDD

™ Use UDP

Ok |

Figure 5: The proxy configuration window
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Target host - the target host on which the network service is listening

Target port - the port associated with the target service

Local port - the local port used for the proxy

Max packets - the maximum number of packets to capture

Use UDP - if the network service uses UDP instead of TCP, select this checkbox

Next, select Input Method > Start Network Capture:

ﬂ?_ulu - the interactive fuzzer

File Configuration | Input Method Output Method
o H Start Metwork Capture

A Stop Metwork Capture

Import PCAP

Impart File

Input data:

Figure 6: Starting the network capture

The status is now updated to show that the proxy is running:

Status:

Status: Capture started: Listening on port 1234, target = 10.33.33.117:3389

Fuzzer selected: Metwork Fuzzer

Figure 7: Network capture status

Now configure your client to connect to the service, via the proxy:

EE, Remote Desktop Connection 0] x|

| Remote Desktop
“»¢) Connection

Computer:  |127.0.0.1:1234 =l

Username:  WINZKI-HP-QC1 administrator

You will be asked for credentials when you connect.

'~ Options Connect I Help

Figure 8: Configuring the network client software

NCC Group | Page 7 © Copyright 2014 NCC Group %
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The packets are displayed as they are captured and the "output" packets (which are the ones sent to
the target and can therefore be fuzzed) are highlighted in blue. When you are ready to end the
capture select Input Method > Stop Network Capture:

n Zulu - the interactive fuzzer

File Configuration | InputMethod OutputMethod Fuzzing

Shark Metwork Capture

A Lk

Input data:

Stop Metw

Impark PEAE
Impart File
Cut (0019
In (0018
Out (0122
In (D828

Cut (0326 byte=s)

In

Cut (00BS bytes)

In (0228
Out (0821

Figure 9: The displayed captured data

FO OO

Mutation points:

=

The currently selected packet is highlighted in dark blue and the data within the packet is displayed
in the Hex and ASCII areas. For this fuzzing session we will send the first packet unmodified so with

the first packet selected, click on the Send data unmodified button:

n Zulu - the interactive fuzzer

File Configuration InputMethod OutputMethod Fuzzing

A bl 00 =0 0 0 02—

Input data:

Mutation points:

In (0018
out (0122
In (0828
out (0326
In (0053
out (0085
In (0223
out (0821

Input data bytes:

[

[~

| send data unmodified |

Zlear all |

Figure 10: Specifying data to be sent unmodified

NCC Group | Page 8
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You can see that the first packet has changed colour to green to indicate that this will be sent
unmodified. Next select some bytes in packet #2 to be a fuzzpoint (all the bytes you select to be a
fuzzpoint will be replaced with each testcase when the fuzzer runs). Right click and select Add
Fuzzpoint.

Note: If you want to select a series of consecutive bytes as individual fuzzpoints you can use Add
Fuzz Range.

nZqu - the interactive fuzzer

File Configuration InputMethod OutputMethod Fuzzing
A H ‘ Proscy: e 6 ‘ Fuzzer: 6 m 6 TQ_." | Search | *

Input data: Mutation points: Mutators:

Packet #0000 Out (0019 bytes) ;I Unmodified Pkt:0 ;I [ Long strings
Packet #0001 In (0019 bytes) rFormatstrings
Packet #0002 Out (0122 bytes) ) -
Packet #0003 In (0828 bytes) I/ single byte brute force
Packet #0004 Cut (0326 bytes) I Double byte attacks
Packet #0005 In (0059 bytes) [~ Quad byte attacks
Packet #0006 Out (0085 bytes) I ol representations
Packet #0007 In (0229 bytes) |-Unix command execution
Packet #0008 Out (0821 bytes) =i
™ Windows command execution

[T xML attacks | |
[ ASCII Control chars
=l [ Extended ASCII

- Send data unmodified Clarall | Albytes | Allwords | AJIdwordsl
Input data bytes: Add offsets: |o vIIU 'l

—

1le 03 01 00 75 01 00 00 71 03 01 4f e8 23 b6 E—"" eereeseem| €2 8b 93 45 4d ea 3f 24 b4 d2 ;I
ba 02 2& 98 ad %a cb &7 89 &0 22 00 00 18 00 2f cO 13 cO 14 cO 09 cO 0Oa 00 32
00 38 00 13 00 04 01 00 00 30 £f 01 00 01 00 00 Del Fuzzpoint 00 09 31 32 37 2e 30 2e 30 2e
31 00 05 00 05 01 00 00 00 00 00 0Oa 00 06 00 04 Add Fuzz Range 00 02 01 00
Add Length Field

Remove Length Field

Figure 11: Adding a fuzzpoint

Next, select the Mutators that you wish to use for the fuzzing session (to see the actual mutator
testcases click on the small light blue button next to each name and the information will be displayed
in notepad):

Mutators:

¥ Longstrings | | ™ user defined | |

2 il J [ Bit sweep (byte)

[ single byte brute force [ Bit sweep (double byte)

[T Double byte attacks [ Bit sweep (quad byte)

[T Quad byte attacks [T Inverted bit sweep (byte)

[ Mull representations | [T Inverted bit sweep (double byte)
[ Unix command execution | [ Inverted bit sweep {guad byte)

[~ wWindows command execution
[ ¥ML attacks | |

™ AsCII Contral chars

[T Extended ASCIT

Figure 12: Selectable mutators
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As you can see, the Fuzzpoint bytes have changed colour to orange and the Fuzzpoint information
has been added to the Mutations area. Next, select Output Method > Network Fuzzer:

nZqu - the interactive fuzzer

File Configuration InputMethod | Output Method Fuzzing

R 0

Input data:

Mutation points:

Mutators:

Packet #0000 Out (0019 bytes) i1fied Pkt: ;I v Long strings | |
In (0019 <Fuzzpaint:15—16 Pkt:2 ¥ E i
> Out (0122 bytes) |
In (0828 [ Single byte brute force
Out (0326 [ Double byte attacks
In (0059 I~ Quad byte attacks
Lt (S ™ null representations |
In (0229 bytes) ™ uni 4 " -
. #0003 01.113:0321 MiX COmmand execugon | i
" Windows command execution | |
™ XML attacks | |
[ ASCII Control chars
= [ Extended ASCII
e send data unmodified | Clearall | albytes | Alwords | Aldwords |
=
Input data bytes: . Add offsets: [0 =lo [
16 03 01 00 75 01 00 00 71 03 01 4f e8 23 B6 [N9-3f) 10 bb 52 b5 68 8b 93 45 4d ea 3 24 b4 d2 ~|
ba 02 26 98 ad %a cb &7 82 €0 22 00 00 18 £ 0 00 05 00 Oa 0 13 0 14 0 09 cO Oa 00 32
00 38 00 13 00 04 01 00 00 30 £f 01 00 01 00 OO0 00 00 Oe 00 Oc 00 OO0 09 31 32 37 Ze 30 Ze 30 Ze
31 00 05 00 05 01 00 00 00 OO0 00 Oa 00 O 00 04 00 17 00 18 00 Ob 00 02 01 00

Figure 13: Selecting the network fuzzer

This will bring up the Network fuzzer configuration window:

Network Fuzzer configuration

r Configue network fuzzer settings

=

0.1
Delay between fuzzcases (seconds): Im
[ UseuDP

Receive timeout: -

Target host: |1[J3333 117
Target port: |3389
TCP Connect retries:

_ o |

Figure 14: The network fuzzer settings

Target host - this is by default the target that was used in the proxy capture, but you can
Target port - again, this is by default the target port that was used in the proxy capture, but

TCP connect retries - Zulu detects if the service has crashed if a TCP connect fails

(currently there is no detection for UDP). This is the number of times to try connecting before

[ )
change it to a different target if you wish
[ )
you can change this too
[ )
deciding a crash has occurred
[ )
e Delay between fuzzcases - self explanatory
L)

NCC Group | Page 10
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Now, we can start fuzzing - select Fuzzing > Start Fuzzing:

ﬂ?_ulu - the interactive fuzzer

File Configuration InputMethod OutputMethod | Fuzzing

¢ ] QO
A 4 fliE : i Pause Fuzzing

Shop FUzzing

Input data:

#0000 Out (0019 bytes) ;I Unmpodified P
In (0018 Fuzzpoint:15
Cut (0122 bytes)
In (0828

bytes)

In (OOS59
Cut (0085 bytes)
In (0229
} Cut (0821 bytes)

Figure 15: Starting the network fuzzer

If the target crashes (as has been demonstrated here), an orange warning triangle is displayed and a
PoC (Proof-of-Concept) exploit is automatically generated based on the last fuzzcase that was sent
to the target (Zulu makes the assumption that it is likely, although not guaranteed, that the last
fuzzcase sent was the one that caused the crash). Also, if email settings have been configured
(Configuration > Email Notifcation Settings) it will also send the PoC as an attachment to an
email to inform you of the crash. If a PoC has been generated the Launch Latest PoC button is

highlighted in orange and can be used to send the PoC to the target as many times as you like, just
by pressing the button.

Bl zulu - the interactive fuzzer - [0 x|
Fie Configuration InputMethod OutputMethod Fuzzing

AP Q0 =00 U )T 1%

Input data Mutation paints: Mutators

acket #0000 Out (0013 bytes) ] [onmoaified Prc:o El oengeings [ I User defined [
Fuzzpointils-16 Pkt:2 ¥ Format strings [ ] I Bit sweep (byte)
Backet 1000 In (D828 I single byte brute force IT Bit sweep (double byte)

[packer #0004 Out (0326 tes [T Double byte attacks IT Bit sweep (quad byte) z
uli

Packet #0005 In (0059 7 Guad byte attacks T 1nverted bit sweep (byte)
[Packet #0006 Out (0085 bytes)

Les. [T Mull representations T 1nverted bit sweep (double byte;
r [

Packet #0007 In (0229 bytes) -

[Packet #0008 Out (0821 bytes) [T Urix command execution [ I Inverted bit sweep (quad byte)
I windows command execution [
I ML attacks [ I7 Enable Zulscript (see "Jbinjcustom.py) (]
T AscIn Control chars T Enable Wireshark interation

= T Extended ASCIT T Enable viware inteqration
- Sedetsnmedned | [EEEEI| Al e e
Input data bytes: Add offsets: [0 =e ]

16 03 01 00 75 01 00 00 71 03 01 4f =8 23 b6 [JIHI3T 10 bb 52 b5 68 8b 93 45 4d ea 3f 24 b4 d2 4| [..
bz 02 26 98 ad 92 cb €7 8% 60 22 00 D0 18 00 2£ 0D 35 00 05 00 Oa c0 13 <O 14 <0 09 cO 0a 00 32
00 38 00 13 00 04 01 00 00 30 £f 01 00 01 00 00 00 00 Oe 00 Oc 00 00 09 31 32 37 2e 30 2& 30 2e .8
31 00 05 0O 05 01 00 00 DD 00 00 Oa OO0 06 00 D4 00 17 00 18 00 Ob 00 02 01 00 1

0% 2. r.n.EM.28.. =]
L 2
127.0.0.

Status
Status: Fuzzing paused -
Status: Fuzzing paused
Fuzzing: Press "Stop" to end this fuzzing session
[ [Fuzzer selected: Network Fuzzer [selected packet = 2 Status: Fuzzing paused 4

Figure 16: Indicators that the target has crashed
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The console output can be seen below (the "Email send failure” message indicates that in this
instance email settings have not been configured):

error

error

Figure 17: Console output when the target has crashed

When a Zulu thinks that a crash has occurred it pauses the fuzzing session, so if it turns out to be a
false-positive you can just restart the fuzzing by selecting Fuzzing > Start Fuzzing again or stop the
session by selecting Fuzzing > Stop Fuzzing:

Iulu - the interactive fuzzer

File Configuration InputMethod OutputMethod | Fuzzing

K 3 P N . Start Fuzzing
A\ o ) )

Fause Fuzzing
Input data:

Packet #0000 Out (0019 bytes) «| |Unmodified Pkt:o =]

Facket #0001 In (0012 bytes) Fuzzpoint:15-16 Pkt:2
Packet #0002 Out (0122 bytes)
Packet #0003 In (0828 bytes)
Packet #0005 In (0059 bytes)
Packet #0006 Out (00BS5 bytes)
Packet #0007 In (0223 bytes)
Packet #0008 Out (0821 bytes)

Fuzzer

Figure 18: Stopping the fuzzer

NCC Group | Page 12 © Copyright 2014 NCC Group %
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4 Tutorial Three: Providing input using a PCAP file

In this tutorial we will provide input data to Zulu via a PCAP file generated by Wireshark .

Note: Please ensure that you have captured the data on a specific interface when capturing on Linux,
rather than using the Any interface, which results in the Link layer not being Ethernet Il, but instead
Linux Cooked Capture - a pseudo-protocol used by libpcap on Linux.

First, capture your data in Wireshark, select a packet from the stream of data you wish to fuzz and
Follow TCP Stream:

1l Intel{R) 82577LM Gigabit Network Connection
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B o e BEdX22 AT L | |EEQQQO| WMBX B

Filter: I j Expression... Clear  Apply

No. [Time |source |Destination [Protocol Info
68 7.646893 88.151.219.102 10.33.33.104 S5L Continuation
69 7.7 24 pevolo_d 0 Broa t HomePTlug Wvendor Speci
70 7.721579 Devolo_d4:37:e0 Broadcast HomePTlug Network Stat
71 7.820034 Dell_2a:2c:98 Broadcast ARP who has 10.3
72 7.820262 QuantaCo_9%a:a7:ae Dell_2a:2c:98 ARP 10.33.33.117
73 7.820273 10.33.33.104
74 7.820814 QuantaCo_%a:a7s:ae BEroadcast Mark Packet (toggle)
75 7.820852 pell_2a:2c:98 Quantaco_93 Ignore Packet (toggle)
76 7.820966 10.33.33.117 10.33.33.1C D Set Time Reference (toggle)

Manually Resolve Address

79 7.833164 10.33.33.117 10.33.33.1¢ Apply as Filter 3
80 7.834035 10.33.33.117 10.33.33.1C Prepare a Filter 4

C tion Filtel L4
82 7.870759 fe80::9504:dle5:7e31:dced ff02::c C:;:Z:Z;rlelsa;m >
83 7.874661 88.151.219.102 10.33.33.1¢ . b

g4 g ovogcg 10 32322404 10 .33 322 14|

o
Frame 73: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) =1 "L“-.- -
Ethernet II, src: Dell_2a:2c:98 (5c:26:0a:2a:2c:98), Dst: QuantaCo_9%9a:a7:ae 20w -act SWEAm

Transmission Control Protocol, Src Port: 45427 (45427), Dst Port: 3389 (3389

Copy 3

3 Decode As...
= Print...

Show Packet in New Window

Figure 18: Filtering out data stream using Wireshark

Then save the capture

Note: ensure that you have selected to save the packets Displayed rather than all packets Captured

NCC Group | Page 13 © Copyright 2014 NCC Group %
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~ Intel(R) 82577LM Gigabit Hetwork Connection
14l Wireshark: Save file as

Savein: [ | ttonal tee R == = @ ® Mm% B

Name_~ || pate modificd | +| ype |=lsze |-l
Mo items match your search.

%

3389 > 45427 [ACK] Seq=3940277033
connection confirm (0xd0)

3389 > 45427 [ACK] 5egq=3940277052

continuation

continuation
Continuation
Fie name: Ga_w\ureucau_‘) = swe |
Saveastype: |WireshaiAcpdurp/...-Ibocan (-peap:”cas) = Cancel TR TR
Help 3380 > 45|427 [ACK] Seq=3940278205
6:0a:2a:2c:98)
Packet Rang (10.33.33.104)
€ Captured{” @ Displayed bq: 3940277032, Ack: 4227040378, Len: 0
& Al packets 159 19
" Selected packet 1 1
£ Warked packets 0 0
| First to st marked 0 0
' Range: 0 (]
I Fiemeye lanared packets 0 0
VA

Figure 19: Saving the captured data stream

In Zulu, select Input Method > Import PCAP:

Ed zulu - the interactive fuzzer
File Configuration | Input Method OutputMethod Fuzzing

o I I Start Network Capture 6 m 0 S
A Stop Metwork Capture E '\’_’
Import PCAP

Import File Mutation points:

[

Input data:

Figure 20: Importing a PCAP file into Zulu

Select the PCAP file and click Open:

[l Choose a file

x|
v 23| search tutorial_three 2

B - 0@

|GOv| . ~andy ~ Research ~ zulu ~ docs ~ tutorial_three

Organize ¥ Mew folder

-7 Favorites
Bl Desktop

& Downloads

n|

=] Recent Places

andy

Research capture follow_tcp_stream import_pcap save_capture
schedule (workspar
| General (workspao

(S

=4 Libraries
151/ bak.Documents
15| bak.Pictures
% Documents
&l Music
[ Pictures

Podcasts

1) videos

& Homegroup =

File name: | =] [anfies =l

v

Figure 20: Selecting the PCAP file

NCC Group | Page 14 © Copyright 2014 NCC Group A~
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The data is then displayed, as in Tutorial two, but with one difference - TCP control packets are also
shown e.g. SYN, ACK etc. These can be ignored from a fuzzing perspective as they will
automatically be regenerated where required by Zulu:

n Zulu - the interactive fuzzer

File Configuration InputMethoed OutputMethod Fuzzing

| =

A b Q0 = Q00—

Input data: Mutation points: Mutators:
- =1 ;I [V Long strings |
In (0000 ¥ Format strings |
f: 2 Omtc (0000
ack y Qut (0019 [ Ssingle byte brute force
Packet #0004 In (0000 bytes) [" Double byte attacks
Packet #0005 In (0019 bytes) [T Quad byte attacks
- SrmE{Unny [~ null representations Ly
ack 7 Out (0125 ) )
Packet #0008 In (0000 bytes) ™" Unix command executon | |
In (0828 ™ Windows command execution | |
Out (0326 [ xML attadks | ]
In (0059 [T ASCII Control chars
2 Out (0085 bytes)
In (0229 H [~ Extended ASCII
FPacket #0OI Cut (0789 b
In (0037 Send data unmodified Clearall | Albytes | Alwords | Aldwords |
Packet #0( Cut (0000 bytes) ;I

Input data bytes:

Add offsets: |0

=lle

HNo data: This maybe a TCP control packet

{SYN/ACK/FIN/RST)

Figure 21: The imported PCAP file in Zulu

=
B

Note: If the PCAP file was generated on another network and involves a target with a different IP
address or even a different port, this information can be changed in Output Method > Network
Fuzzer otherwise it will just be inherited from the PCAP file.

NCC Group | Page 15
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5 Tutorial Four: File fuzzing
In this tutorial we will use Zulu to fuzz a target process which opens a file.
First we select Input Method > import File to select a file to use as the fuzzing template:

ﬂ?_ulu - the interactive fuzzer
File Configuration | Input Method OutputMethod Fuzzing
o Start Metwork Capture . E 3
A H Stop Metwork Capture : 6 ® O k’_’
Import PCAP

Input data: Mutation points:

Figure 22: Importing a file to fuzz

Select a file then click Open:

nchoose a file x|
‘ 6 Ov | . v andy ~ Research - zulu ~ - m I Search zulu [ﬂ
Organize ¥  MNew folder = - @
1~ Favorites = N'amzu; ?.Zb:UTZjilﬁfju.u: I‘;z?un e | Sz TRE | I:I
B Desktop A dbg2 14/06/2012 10:18 Python File 2KB
.J' Dounloads ~ dbg3 15/06/2012 15:12 Python File 1KB
=1l Recent Places
| andy || design 23062012 23:15 TXT File 1KB
| Research ~ hex 18/08/2012 16:59 Python File 7KB
4 schedule (workspa: :;j Latest 24/05/2012 13:56 WinZip File 46 KB
4 General (workspac ~ peap_parse 08/06/2012 09:34 Python File 1KB
) ~ pcap_parse2 08,/06/2012 09:50 Python File 1KB
= Libraries " —. . .
gl] bak DocLments SampleVideo 1301201 3 Windows Media Aud...
gl] bak.Pictures L || screenshot 21/05/2012 10:04 PNG image 89KB
3 Documents test 13/06/2012 15:15 Windows Batch File 1KB
Gl Music I test 08/06/2012 10:19 Wireshark capture file 4KB o
=] Pictures 0 test2 08/06/2012 10:55 Wireshark capture file 16 KB
| Podcasts A udp 23f05/2012 13:32 Python Fie IKB
gl] Videos a zulu 13/06/2012 11:36 Application 1,556 KB
u% Homegroup LI |:’:.h_;] Zulu_splash 21/06/2012 07:57 Microsoft Visio Draw. .. 58 KB LI
File name: | SampleVideo x| JAifiles |
Open |v| Cancel |
4

Figure 23: Selecting the source file

NCC Group | Page 16 © Copyright 2014 NCC Group %
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Then select the file fuzzer module with Output Method > File Fuzzer:

ulu - the interactive fuzzer

freedom fro

File Configuration InputMethod | Qutput Method Fuzzing

m doubt

=101

Input data:

Input data bytes:

Fuzzpoint:58-58

Send data unmedified I

E

Clear all |

T e —

Mutation points:

Mutators

™ Long strings

¥ Format strings

I™ single byte brute force
™ Double byte attacks
™ Quad byte attacks

™ Mull representations

™! Unix command execution

I™! Windows command execution

™1 XML attacks

ol

(&)

I™! ASCII Control chars
I™! Extended ASCIT

Albyt=s |

Alwords | Al dwords |

Add offsets:

o

™ User defined | |

™ Bit sweep (byte)

™ Bit sweep (double byte)

™ Bit sweep (quad byte)

I™ Inverted bit sweep (byte)

[~ Inverted bit sweep (double byte)
[~ Inverted bit sweep (quad byte)

I™ Enable ZuluScript {see “fbin/custom.py”) | |
[ Enable Wireshark integration
[~ Enable VMware integration

Zulu

30
do
6c
77
2e
Tz
1lc
ic
57
2e
oo
oo
ae
53
00
oo
cf
53

Status:

OBt o g

Status: Fuzzer set to File Fuzzer

‘ |Fuzzer selected: File Fuzzer

Selected packet = 0

Status: Idle

Figure 24: Selecting the file fuzzer module

The File fuzzer configuration window is displayed:

—Configue file fuzzer settings

Process to fuzz: Select path |
Commandline args: I
Process run time: Bk

Shutdown method: I Kl

o |

Figure 25: The file fuzzer configurati

each fuzzcase

NCC Group | Page 17
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Command line args - self explanatory
process run time - the length of time the process will run for before it is killed
Shutdown method - either kill() or terminate() (terminate() uses the win32 API)

© Copyright 2014 NCC Group
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Select the process to fuzz:

nchoose a file x|
e .
‘OL)v | . v Computer ~ Local Disk (C:) ~ Program Files ~ Windows Media Player ~ v ml Search Windows Media Player @‘
Organize v  New folder 4=z E;l @
J andy 2l Name - Date modified Type | Size | I;
| Research
schedule (workspa . enUs 14/07/2009 06:37 File folder
i !
1 General (workspaci . Icons 14072009 06:32 File folder
. Media Renderer 14072009 06:32 File folder
i Libraries . Netwaork Sharing 14/07/2009 06:32 File folder
] bak.Documents . Skins 15/07/2011 07:54 File folder
%‘] bak.Pictures | Visualizations 14/07/2009 06:32 File folder
j Documents .
) =l mpvis 5 e
= =] mpvi 14/07/2009 02:41 DL Fil 287KB
[=] usIcC
[ Pictures @ setup_wm 20112010 13:25 Application 2,030KB
| Podcasts [ wrlaunch 20/11/2010 13:25 Application 257KB
gﬂ Videos — @ wmpconfig 20/11/2010 13:25 Application 100 KB
P wmpomc 20/11/2010 13:25 Application 1,185K8 b
) Homegroup WMPDMCCore 14/07/2009 02:41 DLL File 417KB
_ [ wmpenc 14/07/2009 02:39 Application 27KB
1M Computer
%' Local Disk (C:) E wmplayer 20/11/2010 13:25 Application
& My Passport (D:) WMPMediaSharing 14072009 02:41 DLL File 160 KB
T T, _LI [ I— il N4 RN 43000 Arrliradinn 1 annvo LI
Bl Iwmplayer =] [anfies = |
Open |v| Cancel |
A

Figure 26: Selecting the process to fuzz
Then select Fuzzing > Start Fuzzing. If the process dies as a result of opening the fuzzcase, the in-

built debugger will trap the crash, display EIP at the time of the crash and copy the fuzzfile
responsible for the crash to the /crashfiles directory:

Status:

Status: Fuzzing stopped

Iprocess 5620 crashed at address 0x626030ac A
|
A EI

[ [Fuzzer selected: File Fuzzer |selected packet = 0 Status: Idle 4

Figure 27: The debugger indicating the address where the process crashed

NCC Group | Page 18 © Copyright 2014 NCC Group %
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6 Tutorial Five: Using the USB fuzzer module

In this tutorial we will perform some USB fuzzing by integrating with external hardware - the Packet-
Master USB500 AG from MQP Electronics (NCC Group has no affiliation with MQP Electronics):

http://www.mgp.com/usb500.htm

We start by capturing some USB traffic using GraphicUSB (the GUI application shipped with the

USB500):

25 GraphicUSB - [keyboard.mqu] =[]

[F Ele Edit View Operations Window Help

=18l x|

@A i B[S [n'han a2 2|2 EE|=mHe @R[? D

in

EZE
5219.155%

Control Transfer  Agar Enai
o o

#2025
52E1.1743

#2620
E31z.175%

=61
B

Addr Endp Data (3

00 [08 02 22 00.01 0100 A0

i (B Conol Transfer _Adar Endp Data (4 bytes) Status
£ | Get Siring Desariptor 0 0x01] 0x0 | 04020904
oy
— Cantral Trarster _ Addr Encp
A EEEEREEES
i 52 108 Control Transter _ Adcr Endp
% ERETRED
e o711 E o = )
u EREERE < [Get Contguration esoriptor] 0x01] 0x0 108 02 22 00 01 07 00 AD
= [IRENRES)
2 [
T Control Transfer  Addr Endp Data
§.206.8045 Set Configuration (0x01)] 0x01] 0x0 |
EAECE 5 control Transter  Addr Endp Data (0
52098645 | | St ldle (HID) Indefinite, All[0x01] 0x0 |
512 1%
oizaees

=== End of Capture ===

>

||m||=]| vous: [5.060v [ e3un

o Control Transfer ml
Get Device Descriptor
A device descriptor describes general information about a USB device. It includes

information that applies globally to the device and all of the device's configurations. A
USB device has only one device descriptor

Field e Meaning

bLengin 18 valid Lengih
bDescriptorType 1 DEVICE

bcdUSB 0x0110 [ Spec Version
bDeviceClass 0x00 | Class Information in

Interface Descriptor
bDeviceSubClass 0x00 Class Information in
Interface Descriptor

bDeviceProtocol | 0x00 | Class Information in
Interface Descriptor

bMaxPacketSize0d 8 Max EPO Packet Size

idvendor 0x413C | Dell Inc.

idProduct 0x2005 | Unknown

bedDevice 0x0104 | Device Release No

iManufacturer 1 Index to Manufacturer e
String

iProduct 2 Index to Product String

iSerialNumber 0 Index to Serial Number =l

Data Content

Ll

For Help, press F1 186 events 4
Figure 28: The GraphicUSB packet capture window

Next, you need to create a generator script:

-l
[5) File Edit View Operations Window Help =15%]

el IR

o= ™8 &

rator File or

v exported from file: keyboard.mqu

1
Hin

NAKed transactions were filtersd out during export

FileType MQPGEN 2
EmulationMode STANDARD
ControlMode DEVICE

: Vbuson

2
@3
ar [ 4:
&5
6
=7
&
s

=18
o
B

12: PullupOn LOWSPEED

|[m ][ @] vous: S-oeov [ esmn

Moy | 13: WaitSuspend
—|14: :; Suspend 483
Te|15: WaitReset
|16 : t 30796
—|[27: ; #*+ Get Device Descripter
#|18: WaitPacketLs (SET
%2|19: ; SendPacketls (S )
= ig ;o)
5 22:
23:
24: 0x40 0x00
25:
26: Idle &0
27: SendPacketLs (ACK)
28: WaitPacketLsz (IN)
29: ndPacketls (IN AD |
30: : )
31: Idle 90
32: SendPacketLs (DATAL
33: 0x12 0x01 0x10 0x01 0x00 0x00 0x00 0x03
34: CRC16L CRC1EH)
35: WaitPacketLs (ACK
== Il =l
For Help, press F1 |n 1, Cal0 4

Figure 29: The GraphicUSB generator script window
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Launch Zulu and select Input Method > Import USB Generator Script:

ﬂzulu - the interactive fuzzer
File Configuration | Input Method OutputMethod Fuzzing

o I I Start Network Capture m 6 E o
A Stop Metwork Capture "_'!
Import PCAP

Impart File
Import USE Generator Script

Input data: Mutation points:

Figure 30: Importing a USB generator script into Zulu

Then select the saved script:

nchoose a file X

‘60v | T~ andy - Resemrch - USA < 26 june 2012 - ml Search 26_june_2012 m

Organize v  Mew folder == - Ol @

¢ Favorites 21  Name = Date modified Type | Size | |

Bl Desktop B <=yboard 26/06/2012 12:15 MGEN File
4. Downloads
=l Recent Places

. andy

. Research
4 schedule (workspa:
4 General (workspac

4 Libraries
gﬂ bak.Documents
gﬂ bak.Pictures —
3 Documents
gﬂ Music
(=] Pictures
. Podcasts
gﬂ Videos

Q@ Homegroup j

File name: Ikeyboard j I.mgen files (*.mgen) j

Open | vI Cancel |

Figure 31: Selecting the generator script
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The packets are loaded into Zulu just as if they were network packets:

Bl Zulu - the interactive fuzzer

Y ] 4
File Configuration InputMethod OutputMethod Fuzzing
4 .
Al QO ~=Q 00 s -
Input data: Mutation points Mutators
In (0008 bytes) - =l T Longstrinas | I user defined | ]
B I Formatstrings | || I™ Bit sweep (byte)
n - I™ single byte brute force I™ Bit sweep (double byte)
Packet #0004 In (D008 bytes} I Double byte attacks I Bit sweep (quad byte) ZHLH
Packet #0005 Tn (0008 bytes) ™ Quad byte attacks ™ Inverted bit sweep (byte)
C 1 I mull representations | | I™ Inverted bit sweep (double byte)
™ Unix command execution | ™ 1nverted bit sweep (quad byte)
™ Windows command execution | |
™ %ML attacks | | ™ Enable ZuluScript (see "fbinjcustom.py?) | |
™ ASCII Control chars ™ Enable Wireshark integration
LI ™ Extended ASCIT ™ Enable YMware integration
Packec #0015 In (0005 byces) Send data unmodified cearal | Albytes | Alwerds | Aldwords |
ce 6 Out (0004 bytes =l
Input data bytes: Aad ofisets: [0 = =
12 01 10 01 00 00 00 08 = [........ =]
E El
Status:
Status: Fuzzer set to USE Fuzzer :I
H
[ [Fuzzer selected: USB Fuzzer |Selected packet = 1 [status: Idle 4
Figure 32: USB generator script imported into Zulu
Add a fuzzpoint and select your Mutators:
n Zulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing
] .
A Q0 =000w5E I~
Input data: Mutation points: Mutators:
In 10008 bytes . Fuzzpoint:3-3 Pkt:1 ;I |_ Long strings A
[ Format strings
out (0008
3 Out (0002 g
Packet #0004 In (0008 bytes) I™! Double byte attacks
Packet #0005 In (0008 bytes) [ Quad byte attacks
il Cuc (0008 [ Mull representations L
out (0008 I ni g "
8 Cut (0002 nix command execution | |
In (0008 [ windows command execution | |
Out (0008 7 %ML attacks | |
Bz (el [™ ASCII Control chars
out (0008
3 Qut (0008 [ [T Extended ASCIT
out (0002
In (0008 Send data unmodified Clearall | Mlbytss | Alwords | - lldwords |
Cut (0004 Ll
Add offsets: I I
Input data bytes:
12 o1 10 [iE0joo oo oo o8 =]
Figure 33: Adding fuzzpoints and mutators to USB data
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Select Output Method > USB Fuzzer:

n Zulu - the interactive fuzzer

File Configuration InputMethod | Output Method Fuzzing
- I I a Metwork Fuzzer
A 4 fliE File Fuzzer

Input data:

Mutation points:

#0000 In (0DOOS Fuzzpoint:3-3 Pkt:1 ;I
et #0001 OCut (0008

- #0002 Out (0008

. #0003 Out (0002
Figure 34: Selecting the USB fuzzer module

The USB Fuzzer configuration window will be displayed:

UsSB Fuzzer configuration

Configue USE fuzzer settings

Path to GraphiclSB: Select path |

Target IP address: |103333 117

o |

Figure 35: USB fuzzer configuration

e Path to GraphicUSB - this is the USB application that will be controlled by Zulu
e Target IP address - If the target is connected to a network then ICMP is used for
instrumentation, as most USB vulnerabilities result in kernel panics
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Finally, start the fuzzer and Zulu will automatically control the GraphicUSB software in order to

control the Packet-Master USB

analyser hardware:

Bl Zulu - the interactive fuzzer
Fie Configuration InputMethod OutputMethod Fuzzing

PO I S [ 17—
(o] x|
T Fie tdt View Operations Window Hep 8| x| Hutation points: Hutators:
) o U | [F t:3-3 Pkt:l —
O H B S whandE 2 2 e =M EG. Oa uzzpoin B W Longstrings I User defined []
—— T Format strings I Bit sweep (byte)
B H = H Vbus: |5.092v 63uA [ Single byte brute force T Bit swesp (double byte)
: e xported from £i. keyboard.mgu i’ I Double byte attacks I Bt sween (quad byte)
Traffic Generator =10l x| . T Quad byre attacks I Inverted bit sweep (byte)
Hc! or
I 1l representations ] [T Inwerted bit swesp (double byte)
I Uriz command execution I Inwerted bit sweep (quad byte)
7 windows command execution [ ]

& P B2E I ML attacks ] [ Enable ZuluScript (sse "fbinjeustom.py")
cont I IW ASCII Control chars I Enable Wireshark intsgration
gy MEESARt D I Extended AsCll I enable wware ntegration
Tale  Progress -] -

P grays
Pull - Gen oot urparied | [ el | ilbyees | [ilmae | Ao |
sc  [Program terminated namalk A
Waiy d 7 Add oftsets: [0 =D =
Wait 8 -
al Exit 08 = [E-
; Re
WaitPacketLs (SETUP)
7 SendPacketls (SETUP AD EP_C5(00 00) )
oo - =l
For Help, press F1 In1,Colo 7
Status:
Status: Fuzzer set to USB Fuzzer =]
[Status: Fuzzing started
Total fuzzcases = 256

Figure 36: The USB fuzzer running

Fuzzer selected: USB Fuzzer

If a crash is detected, the status will be updated as follows:

Status:

Selected packet = 1

[Fuzzpoint 00, Testcase 1/255

Status: Fuzzing paused
Fuzzing: Press "Stop"™ to end this fuzzing

Fuzzing: Connect error - check if target has crashed

session

[ |Fuzzer selected: USB Fuzzer

Selected packet = 1

Fuzzpoint 0/0, Testrase 1/255

Figure 37: The target USB host crashing
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7 Tutorial Six: Using the Serial fuzzer module
In this tutorial we will perform some serial fuzzing of a modem using the Hayes AT command set.

First, select Input Method > Serial Data Capture:

ﬂzulu - the interactive fuzzer
File Configuration | Input Method Output Method Fuzzing

o Start Metwork Proxy E 3
A E Shop Metwork Broxy m 6 '@_‘!
Import PCAP _ _
Input data: Import Fle Mutation points:

Import USE Generator Script
Serial Data Capture

Figure 38: Selecting serial data capture

Click the Port Settings button:

VO0|A|x

Port settings

Figure 39: Selecting serial port settings

|

Select the serial port settings to use and click OK:

x

port settings
_— -

baudrate I 9&00

=
bytesze |3 ~]
=
=]

parity IN

stopbits I 1

RTS/CTS seonfofF
i+ off i off
" on

Figure 40: Serial port settings for capture
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Click the Connect to serial port button:

VO AT
Connect to serial port [ —
*EMRDY: 1

Figure 41: Connecting to the serial port

Enter some serial data - in this instance the AT command atil:

[ serial Terminal on COM5 [9600, 8N1]
Disconnect from serial port_

*EMRDY: 1
ati1

R1KOG6

Figure 42: Capturing serial data
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When you have finished, click the Disconnect from serial port button:

[ zulu - the interactive fuzzer o [ 53]
Fle Configuration InputMethod OutputMethod Fuzzing

A e QO QO O

Input data: Mutation points: Mutators:
Packet § 1 bytes) = El M iengstrings [] I User defined | ]
L I~ Format strings I Bitsweep (byte)
Y ol
Packet #0002 In (0007 bytes)
backet $0003 In (0004 bytes) I™ single byte brute force I™ Bit sweep {double byte)
™ Double byte attacks I™ Bit sweep (quad byte) z ',
™ Quad byte attacks I™ trwerted bit sweep (byte) Ul
™ Nullrepresentations | ] I™ tnverted bit sweep (double byte)
I™ Urix command execution | ] ™ Inverted bit sweep (quad byte)
I~ Windows command execution | |
™ XML attacks | ] ™ Enable ZuluScript (see *fbin/custom.py?) | ]
I AsclI Control chars I Enable Wireshark integration
Ll I Extended ASCIT I Enable VMware integration
- Send date unmadified | | cearal | Mlbyes | Alwords | aldwords |
Input data bytes Packet data test Add offsets: [0 =l[o |

61 74 63 31 0d {abii. ’ =]

Status:

Status: Fuzzer set to Serial Fuzzer =

[ |Fuzzer selected: Serial Fuzzer [selected packet = 1 Status: Idie A

Figure 43: The captured serial data displayed in Zulu

Add any fuzzpoints you wish - here we are fuzzing the number after the ati command:

Bl zulu - the interactive fuzzer _10) ]
Fie Configuration InputMethod OutputMethod Fuzzing
R - - E 3
A | Q0 == 0 O 02 ~
Input data: Mutation points: Mutators:
Packer # | [Fuzzpoinc:a-3 =] I ongstrings [ ] IV iiser definedi | |
k 0002 oo i000e o ) I~ Formatstrings | ] [ Bit sweep (byte)
acket n yres
Packer #0003 In (0002 bytes) ™ single byte brute force ™ Bit sweep (double byte)
™ Double byte attadks I Bit sweep (quad byt) Zul
™ Quad byte attacks ™ tnverted bit sweep (byte) i
I Mul representations | | ™ Inverted bit sweep (double byte)
I unix command execution | || [ Inverted bit sweep (quad byte)
I Windows command execution || |
[ XML attacks | | [ Enable ZuluScript (see “binjaustom.py”) ||
™ AsCII Control chars ™ Enable Wireshark integration
[ I Extended ASCIT I Enable VMware integration
- Send data unmaified. | Clearal | albyies | Alwords | adwords |
Input data bytes: Packet data test Add offsets: [0 =l[e =]
61 74 &3 Elloa = [aeafl. =
Status:
Status: Fuzzer set to Serial Fuzzer =
| |Fuzzer selected: Serial Fuzzer Select=d packet = 1 Status: Idle Y

Figure 44: Selecting fuzzpoints in the serial data
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Select Output Method > Serial Fuzzer:

HZqu - the interactive fuzzer
File Configuration InputMethod | Qutput Method Fuzzing
0O s Q=

Metwork Fuzzer
Mutation points:

A .L“J ‘ Proxy: g File Fuzzer
USB Fuzzer

Serial Fuzzer

Input data:

Packet #0000 In (0011 bytes)

Fuzzpoint:3-3

Packet #00C Cut (0005 bytes)
Packet #0002 In (0007 bytes)
Packet #0003 In (0004 bytes)

Figure 45: Selecting the serial fuzzer module

Select the serial port settings to use for fuzzing along with an IP address of the device (if
appropriate) for instrumentation and click OK:

ﬂ
 Basics

Port ComM1 |

Baudrate 9600 il
Data Format

Dats Bits a [

Stop Bits 1 [

— foe 3]
r~ Instrumentation

[V Target IP address W
r~Flow Control

[~ rTsjcTs [ XonfXoff

O I Cancel I

Figure 46: Selecting the target serial settings

Start fuzzing:

\Windows\system32\cmd.exe - zulu.py

nProduct Type Terminal Adapt nInterfaces

PPP, RLP, V42

Figure 47: The console output during serial fuzzing
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8 Tutorial Seven: Integrating with Wireshark

In this tutorial we will integrate Zulu with Wireshark to take advantage of its dissectors to interpret
network protocols. First, configure Zulu to perform a network capture, but before starting the capture
select the Enable Wireshark integration checkbox:

" Enable ZuluScript (see "binfcustom.py™) &
W Enable Wireshark inteqration:
" Enable vMware integration

Figure 48: Enabling wireshark integration

Zulu will then ask where the Wireshark executable is located (opening in the default location). Select
the executable:

[l choose a file x|
<_) <_> | .~ Computer = Local Disk (C:) ~ Program Files (x86) = Wireshark -~ -~ @I Search Wireshark m
Organize ~  Mew folder =~ 0 @
) andy 2l Name - Date modified Type | Size | I;
| Research § e Fold
i te 23/03/2012 13:35 Fil
4 schedule (workspa: 1amEtEr /03/ & Toider
| General (workspac . dtds 28/03f2012 13:35 File folder
. eto 28/03/2012 13:35 File folder
4 Libraries . help 28/03/2012 13:35 File folder
] bak.Documents ) lib 28/03/2012 13:35 File: folder
@] bk Pictures | plugins 28/03/201213:35  File folder
j Documents
i . radius 28/03f2012 13:35 File folder
gl] Music
[ Pictures . snmp 28/03/2012 13:35 File folder
! Podcasts | tpncp 28/03/2012 13:35 File folder
gﬂ Videos . wimaxasncp 28/03/2012 13:35 File folder
i capinfos 27032012 18:12 Application 43 KB
* Homegroup [ dumpeap 27/03(2012 18:12 Application 90 KB | |
N e i editcap 27032012 18:12 Application 74KB
18 Computer
%- Local Disk (C:3) i mergecap 27/03/2012 18:12 Application 31KB
& My Passport (D:) i rawshark 27/03/2012 18:12 Application 98 KB
P - |~ O — 17T R 49,17 Y —r— Anvo LI
File name: I j I.exefiles (*.exe) j
DOpen |v| Cancel |
4

Figure 49: Selecting the Wireshark binary

Next start the network capture (Input Method > Start Network Capture). When all the traffic
required has been captured and the capture has been stopped (Input Method > Stop Network
Capture), a PCAP file of the captured traffic is generated and provided to Wireshark which is opened
to display the packets captured by Zulu:
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Tl zulu_pcap_2012-06-25_15-37-19.pcap =130x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Buwges cEXEE AeraTFi(EE aaan @am® i B

Filter: I j Expression... Clear  Appl

|source |Destination |Protocal ltnfo
127.0.0. 10.33.33.117 X.224 connection Request (0xe0)

No.

[Time
1 0.000000

51 | |
Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
Ethernet II, Src: Dell_2a:2c:98 (5c¢:26:0a:2a:2c:98), Dst: Vmware_28:d0:d7 (00:0c:29:28:d0:d7)

Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 10.33.33.117 (10.33.33.117)
E Transmission Control Protocol, Src Port: 45764 (45764), Dst Port: 3389 (3389), Seq: 342342, ack: 768678, Len: 19

® TPKT, version: 3, Length: 19
version: 3
Reserved: 0

Length: 19
B ITU-T Rec X.224
Length: 14
1110 .... = Code: Connection Request (0x0e)
SRC-REF: 0x0000
0000 .... = Class: class 0 (0x00)

RDP Routing Token: 001

0000 00 Oc 20 28 dO d7 5C 26 Oa 2a 2c 98 08 00 45 00
0010 00 3b ca ce 40 00 BO 06 00 00 7f 00 00 01 Oa 21
0020 21 75 b2 c4 0d 3d 00 05 39 46 00 Ob ba a6 50 18
0030 40 29 00 00 00 00 De e0 00 00 00 00
0020 00 01 00 08 00 03 00 00 00

@ | TPKT - 150 on TCP - RFC 1006 (tpkt), 4 bytes | Packets: 10 Displayed: 10 Marked: 0 Load time: 0:00,000 profile: Default 4

Figure 50: Wireshark displaying the data captured by Zulu

Note: Ignore any Wireshark warnings about packet ordering — the PCAP file is generated from
scratch so the TCP sequence numbers and packet timestamps are “invented”
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9 Tutorial Eight: Integrating with VMware

In this tutorial we show how VMware can be controlled by Zulu to either restart guest processes or
the whole VM.

Before starting any fuzzing perform the steps below, firstly, select Configuration > VMware
settings:

ﬂzulu - the interactive fuzzer

File | Configuration InputMethod OutputMethod Fuzzing
A e NI

Inp Mutation points:

Proxy Settings
Email Motification Settings

VMware Settings

=l

Figure 51: Selecting VMware settings

Depending on whether you want to control a VM guest process of the whole VM, choose either OS
Control or Process Control:

 Configue VMware settings — Configue VMware settings

¥ 05 contral ' Process control ~ 05 control ¥ Process contral
Usermarne Iadministatl:ur Username Iadministrator
Password ||||||||| Password I--------
Path ko process Iu:: \windows\system: Path to process Ic:‘l,winduws‘l,system:
Path to VM Select path | Path to VM Select path |
Path to vmrun.exe Select path | Path to wmrun.exe select path |
YMware Product Workstation WMware Product I Workstation j
Restart time (min) Iﬂ Restart time (min) Iﬂ

_ x| _ x|

Figure 52: VMware OS control settings Figure 53: VMware process control settings

Username - the username of a guest OS administrator

Password - the password of the guest OS administrator

Path to process - the full path to the process in the guest OS to control

Path to VM - self explanatory

Path to vmrun.exe - vmrun is the command line tool that Zulu uses to control VMware (it is
installed by default)

VMware product - self explanatory

Restart time - the time to wait for the VM to restart (if OS Control is selected)

Note: If the Zulu session is saved, the password is currently stored as cleartext in the session file
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Before starting fuzzing, select the Enable VMware integration checkbox:

™ Enable ZuluScript (see "bin/custom.py™) o
[ Enable Wireshark integration
¥ Enable VMware inteqration:

Figure 54: Enabling VMware integration

If during fuzzing the target crashes, Zulu will then control the VM as configured above.

10 Tutorial Nine: Adding length fields

In this tutorial we will add a length field to a network packet. This would be required if the mutator

used changes the length of a packet and a length field needs to be updated, based on the new size
of each fuzzcase.

First, select the bytes that represent the length field (this can be either one, two or four bytes). Then
right click and select Add Length Field:

n Zulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

A QO =Q 00w -

Input data: Mutation points: Mutators:

t #0000 Out (0000 - =]

#0001 In (0000 bytes)
- #0002 Out (0000 bytes) )

et #0003 Out (0223 bytes) I™" Single byte brute force

#0004 In (0153 bytes) I” Double byte attacks

- #0005 Out (0000 [T Quad byte attacks

- Long strings
l_ Format strings

e

. #0006 Cut (0216

™ Nl representations | |

o007 Tn (021 Bures) ™ Unix command execution
t #0008 Out (0324
#0009 In (0246 bytes) [ Windows command execution
Packet #0010 Out (0100 bytes) [T xML attadks | |
Packet #0011 In (0058 bytes)
Packet #0012 Out (0039 bytes)
Packet #0013 In (0043 bytes) =l I Extended AscII
Packet #0014 Out (0074 bytes)

Packet #0015 In (0078 bytes) Send data unmodified I Clear &l | All bytes | All words All dwords |
Packet #0016 Out (0074 bytes) ;I
Input data bytes: Add offsets: |0 - I 0 vl

e

e

[ ASCII Control chars

sle@ & 5= 44 42 72 00 00 00 00 08 43 c8 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 QO QO ;I

Q00 00 01 00 Add Fuzzpoint 20 4e 45 54 57 4f 52 4b 20 50 52 4f 47 52 41 4d 20 31 2e 30 00 02

4d 49 43 52 Del Fuzzpaint 4e 45 54 57 4f 52 4b 53 20 31 2e 30 33 00 02 4d 49 43 52 4f 53 4f

46 54 20 4e Add Fuzz Range 53 20 33 2e 30 00 02 4c 41 4e 4d 41 4e 31 2e 30 00 02 57 &9 b6e 64

6f 7T 73 20 Add Length Field 72 6b &7 72 &f 75 70 73 20 33 Ze 31 61 00 02 4c 4d 31 2e 32 58 30
Remaove Length Field 02 4c 41 4e 4d 41 4e 32 2e 31 00 02 53 61

00 02 4e 54 20 4c 4d 20 30 2e 31 32 00

Figure 55: Adding a length field to captured data

A dialogue box is then displayed, which asks you to now select the bytes to be counted (you can

also select the byte order of the length field in the combo box). Select the bytes to be counted and
click OK.
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nZqu - the interactive fuzzer

File Configuration Input Method Output Method  Fuzzing

A ke QO =@ 0O s

Add length field

Input data: Mutz

Packet #0000 Out (0000 bytes) Mow highlight the bytes to be counted then dick OK

Packet #0001 In (0000 bytes) Select byte order: I Big endian ,I
Packet Cmt (0000 bytes)

Packet Cut bytes)
In bytes) 0K |
. Cut (0000 bytes) — 7
Out (0216 bytes) [~ Null representations
Packet #0007 In (0416 bytes)
Packet #0008 Out (0324 bytes)
Packet #0009 In (0246 bytes)

. |

™ Unix command execution

|

[ Windows command execution

Packet #0010 Out (0100 bytes) [T %ML attacks |

Packet #0011 In (0058 bytes) I ASCIIContrcld;ars

Packet #0012 Out (0039 bytes)

Packet #0013 In (0049 bytes) = [ Extended Ascl

Packet #0015 In (0078 byces) [ senddataunmodified | clesral | Albytes | Alwords | Aldwords |
Packet #0016 Cut (0074 bytes) I

Add offsets: |0 BIE |

oo
> 41 4d 2(
02 4d

e 30

Input data bytes:

2 4F 47

8 00 00 00
52 4b
4bh 5:

4c

e 30 33

5
4d 41 4e 3
4

; oz
4 32
4d 2(

e 31 €1 00
1 4e 4d
de

54 20 4c

Figure 56: Highlighting the bytes to be counted
If a fuzzpoint is now selected within the configured length field calculation area and any of the

mutators selected modify the length of the packet, the configured length field will now automatically
be updated during the fuzzing process:
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Bl zulu - the interactive fuzzer 1= =l
Fie Configuration InputMethod OutputMethod Fuzzing
3 3 E 2
A bd|ren QO |m= 0 0O T >
Input data: Mutation points Mutatars
=| [tengtn:o-3 Pxr:3 =l ™ fongstings ' ™ User defined | |
Fuzzpoint:40-40 Pkt:3 ™ Formatstrings | I™ Bitsweep (byte)
I™ single byte brute force ™ Bit sweep (double byte)
™ Double byte attacks ™ Bit sweep (quad byte) ZHLH
™ Quad byte attacks ™ Inverted bit sweep (byte)
3‘35‘5 E HEES ™ Mul representations | | ™ Inverted bit sweep (double byte)
acket n ytes . .
Faciet £0010 Out (0100 bytes) I™ Unix command execution | | ™ Tnverted bit sweep (quad byte)
Packet #0011 In (0058 bytes) I~ Windows command execution | |
Packet #0012 Qut (0039 bytes) ™ xMLattacks | | ™ Enable ZuluScript (see */binfeustom.py”) | ]
Packet #0013 In (0043 bytes) I~ ASCII Control chars I~ Enable Wireshark integration
Packer #0014 Ouct (0074 bytes) [ Extonded ASCI [ Ensbie VMware integrat
Packet #0015 In (0078 bytes) =l tende able VMware integration
Packet #0016 Out (0074 bytes)
Packet #0017 In (0077 bytes) Senddataunmodiied | Claral | Albytes | Alwords | Aldwords |
Packet #0018 Out (0072 bytes) =
Input daz bytes Add offsets: [0 =l[e =l
ff 53 4d 42 72 00 00 00 00 O8 43 c8 00 00 00 OO 00 OO 00 OO 00 OO0 00 OO0 00 0O 00 0O d .SMBr..... e ne it e i i :I
00 00 01 00 00 b8 0O 02 mﬂﬂ 20 4e 45 54 57 4f 52 4b 20 50 52 4f 47 52 41 4d 20 31 Ze 30 00 02  |.ivuenns EC HETWOREK PROGRAM 1.0..
4d 49 43 52 4f 53 4f 46 54 20 4e 45 54 57 4f 52 4b 53 20 31 2Ze 30 33 00 02 4d 49 43 52 4f 53 4f IMICROSOFT NETWORKS 1.03..MICROSO
46 54 20 4e 45 54 57 4f 52 4b 53 20 33 2e 30 00 02 4c 41 4e 4d 41 4e 31 2e 30 00 02 57 €9 6e 64 FT NETWCORES 3.0..LANMAN1.O..Wind
6f 77 73 20 66 6f T2 20 57 6f 72 €b 67 72 6f 75 70 73 20 33 2Ze 31 61 00 02 4c 4d 31 Ze 32 58 30 ows for Workgroups 3.la..IM1.2X0D
30 32 00 02 44 4f 53 20 4c 41 4e 4d 41 4e 32 2e 31 00 02 4c 41 4e 4d 41 4e 32 2e 31 00 02 53 €1 02..DOS LANMANZ.1..LANMANZ.1..Sa
6d 62 61 00 02 4e 54 20 4c 41 4e 4d 41 4e 20 31 2e 30 00 02 4e 54 20 4c 4d 20 30 2e 31 32 00 mba . .NT LANMAN 1.0..NT IM 0.12.
E [ /|
Status:
Status: Fuzzer set to Network Fuzzer :I
‘ ‘FLIHE! selected: Network Fuzzer Selected packet = 3 Status: Idle A

Figure 57: The length field is now inserted

11 Tutorial Ten: Configuring email notification settings

In this tutorial we will configure the email settings so that Zulu can send crash notifications via email.
First, select Configuration > Email notification settings:

Zulu - the interactive fuzzer

File | Configuration InputMethoed OutputMethod Fuzzing

~ Proxy Settings ‘i m 6 _,H'_"w,
A Email Motification Settings - o d - -

VMware Settings

INp e Mutation points:

I 2l

Figure 58: Selecting the email notification settings
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This will display the Email configuration window:

Email configuration

Configue email settings
SMTP Server address:Port Ismu:l.gmail-l:ol'l‘l: 587
SMTP Lisername: Iusername@gmglen
SMTFP password: I-------------
SMTF From address: Iugemame@gmglen
SMTP To address: Iusername @ngssecu
¥ UseTLs

Ok |

Figure 59: The email notification settings

The example below, in brackets applies to Google Gmail

e SMTP Server address:port - the address and port that the SMTP server is listening on
(smtp.gmail.com:587)

SMTP Username - your login name (username@googlemail.com)

SMTP Password - your password

SMTP From address - your email address to send from (username@googlemail.com)
SMTP To address - the address to send to (hame.surname@nccgroup.com)

Use TLS - select if encryption is used (select checkbox)

Note: If the Zulu session is saved then the SMTP password is currently stored in cleartext within the
session file

If during network fuzzing a crash occurs, the auto-generated PoC will be emailed to the configured
email account
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12 Tutorial Eleven: Writing and using ZuluScript
In this tutorial we will introduce the concept of ZuluScript and look at an example.
There will sometimes be situations where a process needs to be performed on a packet after it has

been modified by a mutator, but before it has been processed by the target - this is where ZuluScript
can be used.

ZuluScript is just Python script stored in a special file (/bin/custom.py). The default file, which
includes a test() function and an UpdateContentLengthField() function is shown below:

A R R

# Zulu custom script file - when ZuluScript is enabled, this script will be executed prior to
each packet being sent

# (including unmodified packets), but after any fuzz data has
been applied to the packet

#

# Variables that can be referenced:

#

# self.packets selected to send = list of packets selected to send [[packet number,
data], [packet number, data]...]

#

# self.all packets captured = list of all packets captured [[[source IP,source port],datal,
[ [source IP,source port],data]...]

#

# self.modified data = list of all the data in the current packet (after any modification
with fuzzpoint data) [bytel, byte2, byte3...]

#

# self.current packet number = the number of the current packet being processed (packet 0 is
the first packet)

#

# Below are two example functions:

#

# test() just proves that ZuluScript is functioning correctly and demonstrates the data that
can be accessed

# UpdateContentLengthField() is an example script to update a Content Length field within an
HTTP packet

#
A R R R

class ZuluScript:

wun

Zulu custom scripting interface

wun

def  init (self, zulu):
print "---ZuluScript started---"
self.zulu = zulu

#self.test ()
self.UpdateContentLengthField (0)

print "---ZuluScript complete---"
return

def test (self):
print "------—-
print "ZuluScript test:"
print
print "self.packets selected to send"

NCC Group | Page 35 © Copyright 2014 NCC Group %



NCCQroup®

freedom fromn doubt

NCC Group | Page 36 © Copyright 2014 NCC Group kg &




NCCQroup®

freedom from doubt

temp data += " "
temp data += lengthtext
temp data += "\x0a"

while self.zulu.modified data[x] != "\x0a":
x+=1

x+=1
while x < end:

temp data += self.zulu.modified data[x]
x+=1

x=0

self.zulu.modified data = []

while x < len(temp_data) :
self.zulu.modified data.append(temp datal[x])
x+=1

Figure 60: Example ZuluScript
As shown at the top of the file, there are a number of variables that can be referenced:

o self.packets_selected _to_send = list of packets selected to send [[packet number,
data],[packet number, data]...]
o self.all_packets_captured = list of all packets captured [[[source IP,source port],data],
[[source IP,source port],data]...]
o self.modified_data = list of all the data in the current packet (after any modification with
fuzzpoint data) [bytel, byte2, byte3...]
o self.current_packet_number = the number of the current packet being processed (packet 0
is the first packet)
[ ]
In the ZuluScript constructor you can see that it prints a message to say that ZuluScript has started,
creates a "zulu" object and executes self.UpdateContentLengthField(0) which will update the HTTP
Content-Length field in packet zero each time a fuzzcase is run. To enable ZuluScript, just select the
Enable ZuluScript checkbox:

................................. .

[~ Enable Wireshark integration
[T Enable vMware integration

Figure 61: Enabling ZuluScript

If you can write Python then this makes Zulu practically infinitely extendible.
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