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Who am |?

David Middlehurst
Twitter: @dtmsecurity

» Security Consultant / Engineer
» Specialisms:

+ Application Security

» Develops Security Testing Tools

* Previous Internal / Client Research

* Near Field Communications (NFC)

¢ Virtualisation
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UPNP

Universal Plug and Play (UPnP) allows devices to discover each others
presence on a network and identify services that are available

UPnP
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UPnP — Basic Discovery

Two main methods
» Devices can announce that they are there by sending a “NOTIFY” packet

» Devices can send out an “M-SEARCH” request asking for devices to reveal
themselves if they meet the specified requirements
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UPNnP — NOTIFY Packet

Devices periodically send multicast UDP packets to indicate they are online.
This includes headers for the type of service they are offering and the URL to
the XML device description.

= OHMAGIF.COM

NOTIFY * HTTP/1.1

Cache-Control: max-age = 300

Host: 239.255.255.250:1900
Location:
http://192.168.0.15:8080/01c18570-b4a4-
4356-8afa-5eeac6laab583/

NT: urn:schemas-upnp-
org:service:WANPPPConnection:1
NTS: ssdp:alive

SERVER: UPnP-Pentest-Toolkit

USN: uuid:85e5f606-c406-4c89-8af3-
5fc4ef27eel8
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UPnP — M-SEARCH

A device can probe for other UPnP devices by sending an M-SEARCH
request. This can include a header asking for devices that have a specific
service.

M-SEARCH * HTTP/1.1
HOST:239.255.255.250:1900
ST: ssdp:all

MAN: "ssdp:discover"

MX: 2
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UPnP — M-SEARCH

Devices respond by sending a 'HTTP 1/1 200" response via UDP to the source
IP and source port that the M-SEARCH packet originated from.

HTTP/1.1 200 OK

Cache-Control:max-age = 300

Date:

ST: urn:schemas-upnp-org:service:ContentDirectory:1
USN:uuid

Location: http://192.168.0.15:8080/01c18570-b4a4-4356-
8afa-5eeac6laa583/
OPT:"http://schemas.upnp.org/upnp/1/0/"; ns=01
©1-NLS:

Server: UPnP-Pentest-Toolkit

Ext:
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New Tool Is Born — “UPnP Pentest Toolkit”

Motivation:

Lack of a security focused tool which provides easy access to the required
information and allowed easy interaction and a framework to add new ideas.

Aim:

The aim of this tool is to bring together a range of UPnP assessment features,
enabling a quick security assessment with minimal configuration and set-up.
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Windows GUI tool
Written in C#
Uses the libraries:

- Managed UPnP
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File  About
Enumeration
Enumerating devices

[ Enumerate All Devices

-~ 192.168.0.23 - Sonos PLAY:1
L. DTM-PC: DTM:

- VMDG485

‘.. WPS Access Point

File  About
Enumeration
1/4 devices enumerated

[ Enumerate All Services

[=f 192.168.0.23 - Sonos PLAY:1

- SnoozeAlamm

GetRunning Alarm Properties
StartAutoplay

FunAlam

GetRemainingSleep TimerDuration
Configure Sleep Timer

Change Transport Settings
ChangeCoordinator
BecomeGroupCoordinatorAnd Source
BecomeGroupCoordinator
DelegateGroupCoordination To
BecomeCoordinatorCf StandaloneGroup
GetCumrent Transport Actions
NotifyDeleted URI
SetCrossfadeMode

SetPlayMode

PreviousSection

Nezxt Section

Previous

Neat ProgrammedRadio Tracks
Next

Seek

Pause

Play

File  About
Enumeration
4/4 devices enumerated

[ Enumerate All Services

= |

- 192.168.0.23 - Senos PLAY:1
- DTM-PC: DTM:

+- WPS Access Point
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Interaction

Enumeration
4/4 devices enumerated Device Description:
I e T
[ = — ] Device URL:
: - http://192.168.0.23:1400/4arl/device_description ml
- GetAutoplayLinked Zones - )
-- SetAutoplayLinkedZones e _ _
__ GetZonelrfa http://192.168.0.23:1400/Device PropertiesControl
i+~ GetHouseholdID Selected Adion:
i) GetZoneAttributes SetLEDState
- SetZoneAtributes
- Separate StereoPair Example SOAP Request:
[+ Create Stereo Pair | ————
-- RemoveBonded Zones é'Envve?::Slpgn_ e
" AddBonded Zones wumins:s="http//schemas xmlsoap .org/soap/envelope™
(- Getlnvisible g:encoding Shyle="http://schemas xmlsoap org/soap/enca
- Setlnvisible di”gg’; ';j:
: <5 >
" GetLED State «m:SetLED State xmins:m="um:schemas-wupnp-
- LEDStat& org:service: DeviceProperties: 1>
() -+Desired LED State <Desired LED State=0n</Desired LED State >
... llowed Value 2: OFf </m:SetLED State>
- Allowed Value 1: On </s:Body>

‘... Data Type: sting </s:Envelope>

- |pdateAvailable Services
- List Available Services

- Get Session|d

- (Get DaityIndexRefresh Time
H- SetDailylndexRefresh Time
t
t

m

- List Alarms
- DestroyAlam

[ 1]

Send Request

I PO o O ey Oy Y oy RN oy Oy |
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Interaction

UPnP Request C=TE=A > )
Gurrrastsescr gl e =

Request
Control URL:  hitp://152.168.0.23:1400/Device Properties.Control

Response

<5:Envelope xming:s="http://schemas xmlsoap org/soap/envelope/" ||

s:encoding Style="http://schemas xmlsoap org/soap/encoding™ ><s:Body><u:SetLED State Res
ponse xmins:u="um:schemas-upnp-

org:service:DeviceProperties: 1" »</u:SetLED State Response = </s:Body»</s:Envelope >

Service:  um:schemas-upnp-org:service: DeviceProperties: 1

Action:  SetLEDState

<%l version="1.0"7>

<5:Envelope xmins:s="http://schemas xmlsoap org/soap./envelope.™
s:encodingStyle="http://schemas xmlsoap .org/soap/encoding/" >

<s:Body>

<m:SetLED State xmins:m="um:schemas-upnp-org:service: Device Properties: 1"=
<Desired LED State >0On</Desired LED State >

«/m:SetLED State

</s:Body>

</s:Envelope:




Learning

Log:

Device:
http://192.168.0.13:40000/device_description

] »

Action: ExportResource

Base SOAP Response:
<%l version="1.0" encoding="utf-8"7>
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<s:Envelope xmins:s="http://schemas xml .org/soap/envelope™
sencodingStyle="http://schemas xmlsoap org/soap/encoding™>
<5:Body>
<u:Export Resource xmins:u="um:schemas-upnp-
org:service Content Directojgd o~ B
</u:Export Resource> .Save
</s:Body> 7
</s:Envelope> —
Organize * New folder B= - 0
Action: UpdateObject ) = D s lib
0 Favorites ocuments hbrary ) -
Base SOAP Response: UPT aznacbopiokder
= Haml version="1.0" encoc o .
<5:Envelope xmins:s="http 7 Libraries Name Date modified
s:encoding Style="http-//s Documents
2::3‘;?;60'3]&‘1 ains = Jl Music Mo iterns match your search,
org:service Contert Directo Gl Pictures
</s:Body> il Videos
</z:Envelope>
i% Homegroup
Action: Get TransferProgres
L
Base SOAP Response: 18 Computer
<%l version="1.0" enco % Local Disk ()
a System Reserved _ [ m ] b
File name: zero DivX Media Server.upt -
Save as type: [ VI
(= Hide Folders [ s | I Gancck ]
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Spoofing ncegroup”

Contral Web Server Saved Device I
| Network Interface: 162 hits
= : == = A E— I’ X anan
(Network adapter "Microsoft’ on local host) rpeap /" Device\WPF_{CEEAIGBE-E Device Description URL: [F] Use Custom URL Web Server Port: 9050 Load Saved Device Clear
http://192.168.0.6:3090/3203b 30 9-d878-4% 3bhe Tc 76 1f2 154921/
Start Stop o ez SCPD URL: R
LeE htp://192.168.0.6:9090/db%455d-dce 8-426-b3df-e 56 30 1aeef 1/ Device:
Log: Mo Device Loaded
Advertise UIPnP Device: GET From: 102 168 8 13:55803 [25/86/2814 22:83:33] ~
/31835 369-2878-4023-bEeT-c 76172154001
GET From: 192.168.8.13:55396 Mozills/3.8 (Compatible, Aggregation, Twenky, 7.3, Windows 6.2 | |
NOTIFY Beacon: (Build 9288); =BE_£4) DLMADOC/1.58 [25/86/1814 22:63:31]
/db0cA555-AcaB-4076- bBdF-e5EaIB1amnFL)
NOTIFY * HTTP/1.1 B GET From: 192.168.8.13:55805 Mozilla/4.8 (Compatible, Aggregation, Twonky, 7.3, Windows 6.2
Cache-Control: max-age = 300 (Buils 9208); 85_§4) DLNADOC/1.52 [25/06/2814 22:03:32]
Host: 239255 255 250:1500 é:?::mw fgﬁgfgfﬂsﬁﬁﬁﬁgﬁm 22:83:32]
Location: http://192.168.0.6:90590/3203b3059-d878-4%a3bEe7-c 76 1fe 154921/ /3283b3b9-4878-4923-b6a7-cTE1FR154321/
. . : GET From: 192.168.8.13:55802 [25/86/2814 22:83:31
m¥suz:gp“:ﬂtvd: Vice a’5m5b5b9—d8?8—119=5—b&?—:761f£15-ﬂ921..l’ ! =
SERVER.: UPnP-Pentest-Toalkit T Teoes Dase i
USN: uwid:32033b9-d878-4% 3066 T T6 e 15421 Svice Deserption:
<7l version="1.0"?=<roct xmins="um schemas-upnp-org .device-1- -
0"><specVersionz<major: 1 </major:<minor=0</minor:</specVersion ><device =< UDN>uuid:3203b
e 3b5-d878-49a3-bbeTc 76 1fe 154521 </UDN =<friendlyName>LPnP Pertest
Toolkit < friendlyMName =<device Type=um:schemas-upnp-
org:device:MediaServer:1</device Type:<manufacturer=lUPnP Pertest
Beacon Interval (ms): Toolkit</manufacturers cmanufacturerURLshttp//192.168.0.6:9090,/3203b 309-d878-49a 3-b6e 7- SOAPAction Log:
— D c761fe 154521/ «/manufacturerl RL><modelName>UPnP Pentest
1000 Toolkit</modelName ><modelNumber:1.0</model Number><model URL>http://192. 168.0.6:9080/3 -
203b3b5-d878-4%a3-bhe T 76 1fe 154921/ </model URL><serial Mumber>3203b3b3-d878-49a3-
3 P 5 Port: bbe 77612154921 </seralNumber:<dina X _DLNADOC xmins dina="um:schemas-dina-
LLES ource Fort: org:device-1-0">DM5-1.50=/dIna¥_DLNADOC =<microsoft-magic Packet Wake Supported
152.168.0.6 1500 k4
Dest IP: Fuzz cases:

Current fuzz case - Use the tag <FUZZ-HERE> above

239,255 255 250 1500

M-Search Responder
[Started Capture] Network sdspter Microsoft' on local host [T Send Muttiple Responses (For each known device type)
Log: Request: Response:

M-Search from 192.168.8.6:58934[25/86/2814 22:83:33] +  From: 192.168.0.6-50934 N HTTR/1.1 200 0K N
M-Search from 192.168.8.13:54688[25/86/2814 22:83:27] Cache-Controlmax-age = 300
M-Search from 192 168.8.6:53379[15/86/2814 22:83:27 ;
1-Semrch Trom 192.163.8.6:533?9{25.1’36.1’1@1.4 22:83: 2_6% D M-SEARCH * HTTP/1.1 Date:Wed, 25 Jun 2014 21:03:23 GMT
:-:arcn ;rw i:itggg:::g::;:;gﬂ ::::::;—H HOST: 235.255.255.250:1500 ST.um:dialmultiscreen-ong service dial 1
“gearch Trom Loo.oED.E.R: : = MAN: "ssdp discover” USN:uuid: 32030 3b 3-dB78-49a 3-b e Tc 76 12 154921
M-Search from 192.168.8.5:53378[25/86/2814 22:83:22 -
e e i rERREL RE Mx: 1 Location-http://192.168.0.6:9050/3203b 3 5-d878-4%a3-
M-Search from 192.168.8.6:53376[25/86/2014 22:83:20] ST umidial-multiscreen-org service dial:1 bBe7-c 761154521/
M-Search from 192.168.8.6:53378[25/06/2014 22:83:19] =  USER-AGENT: Google Chrome,/35.0.1916.153 Windows - OPT:"http://schemas upnp org/upnp,/1/0/"; ns=01 - -
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* Choose a media source

El zero : DivX Media Server

E MyTwonkyServer

é Vuze on ZERO

g UPNP Pentest Toolkit
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Spoofing — Learnt Device NCCOroUp

63% W ) 61% @ )

Choose a media source
David's iPhone

&

Choose a player
foobar2000 Renderer (dtm_000) [ZERO]

Browse and play media Media source:  David's iPhone
These are your songs, photos and videos Media player:  foobar2000 Renderer...

ﬂ @ %’y\] Title: Red Lights
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Spoofing — Learnt Device ncegroup®

— Bl
T T N S, RS . N i

Cortrol Web Server Saved Device
| Network Interface: 1599 hits
s : = = e S— 7 ¥ anan
| (Metwork adapter "Microsoft’ on local host) ppeap://\Device "MPF_{CEEA3GBE-E Device Description URL: [ Use Custom URL Web Server Pot: 5030 Load Saved Device Clear I
http://152.168.0.6:3050/3203b 3b5-d878-49a 3-bba7-c 76 1fe 154921/
l Start Stop & SCPD URL: .
EEzlEiEln http:/#192.168.0.6:9090/db9c455d-4ce8-4 X6 8df e562 30 Tasef 1/ Device:
Log: foobar2000 Renderer (dtm_000) [ZERD]
Advertise UPnP Device: GET from: 192.168.8.13:4728 [25/86/2814 22:14:39] o~ = Actions
/32836360-3878-4023-bEeT-c 76172154001/ )
NOTIFY Be . GET $rom: 192.168.8.13:4727 [25/86/2814 22:14:39] | - GetCument TransportActions
=ean GRT Sram: 191 188 3 154705 (25,08, 2014 22:14:35] - GetDevicaCapabilties
NOTIFY *HTTP/1.1 e /3283639 -d878-493 3-bEe7-cTE1FL154921/ - GetMedialnfo
- _ GET from: 192.168.9.13:4724 [25/86/2014 22:14:38 L
ﬁad’pﬁrﬁg};‘lﬁaﬁxﬁeﬂ;&&ﬂ /3283b3b3-dB75-4%a3- b&?—:?ﬁl¥elﬁ911# ! - GetPosttionInfo
ost: 235.255.255.250: GET From: 192.168.8.13:4781 [25/86/2814 22:14:37] - GetTransportInfo
Location: hitp://152.168.0.6:3030/3203b3b3-d878-45a 3 6e 7-c 761 154321/ é:%a:biw-:g;s;g:;-?1;561%5;:?11.;14 s2. 1057 - GetTransport Settings
m$§gg§§2ﬂ?&n'5mor§ service:dial:1 /32830365~ 3875-093 5lb6;7-:761£'e154911.r sl = - Nest
SERVER: UPnP-Pentest-Toolkit Cimert Device Descplion: .. Pauze
USN: uid:32036369-0878-43a 3b6e 7-c 76 1fe 154921 svice Descrption: - Play
<%l version="1.0" encoding="UTF-8"7><root xmins="um schemas-upnp-org device-1-0" - )
«mins:dina="um:schemas-dina-org:device-1- - Previous
il ["=<specVersion ><major:1</major=<minor:0</minor></specVersion>=<device ><device Typexum:s - Seek
chemas-upnp-org:device:MediaRenderer: 1</device Type > friendlyName>foobar2000 Renderer - SetAVTransportURI E|
(dtm_000) [ZERO]<friendhyName > <manufacturer=Michael
Beacon Interval (ms): Pujos</manufacturer:<manufacturerlRL>/resource./ Aocal Resource|D=69d46a28-ebb 8-42a6- SOAPAction Log:
— ahbd-029e6512ebe 2</manufacturer URL><model Description >foobar2000 Media
1000 U Renderer</modelDescription><model Mame foobar2000 Media Source: 192.168.0.4:62662 -
Renderer</modelMame»<model URL>/resource/ HocalResourcel D=65d46a28-ebb B-42a6-ab6d- o |:|
s P S Port 0129651 2ebe2</modell RL><modelNumber> .99 48</modelNumber><serial Number> </serialNum SOAF Action: Stop
ource LLESATE ber><UDN>uuid:e4078066-d28c-0092-7c06-Safae Tdabbab</ UDN><dina:X_DLNADOC ]
19216806 1900 = Request:
F «5:Envelope
. uzz cases: Ing's="hitn//2ch I ang/t
Dest IP: S Current fuzz case - Use the tag <FUZZ-HERE:> abave ﬂnr:«;ipef!) SEneMas xmisoap ora/soap
239.255.255.250 1500 s:encodingStyle="http://schemas xmisoap.

org/soap/encoding™ >
<5:Body><u:Stop xmins:u="um:schemas-

upnp-org:service: AV Transport: 1"

M-Search Responder <Instance|D=0</InstancelD:

[Started Caprure] Metwork sdsprer ‘Micressft' sn local host [T Send Muttiple Responises (For each known device type) j”igf:’w

Log: Request: Response: ‘:,-’::Engili:pe>

M-Search from 192.165.8.13: 54688[25/86/2614 22:14: 28] +  From: 192.162.0.13:54620 - HTTP/1.1 200 0K - ’

M-Search from 132.168.8.13: S4766[25/86/2614 22:14:28] Cache Control max-age = 300

P e e At et U1 searcH - HTTR/ 1 Date:Wed, 25 Jun 2014 21:14:28 GMT

M-Search from 192.168.8.13:56724[25/86/2814 22:13:44] ST: upnprootdevice STwupnprootdevice Respanse:

Lo T inmtommmmiees W e e <Pl verson="1.0" encodng-'u£.87>
M-Scarch from 192.168.8_6- 54834[ 25/86/2014 22.13-28] MAN: "ssdp:discover” Location:http://192.168.0.6:5090/3203b3b5-d878-4%a3- <5 :Ervelope

M-Search from 192.168.6.6:54834[25,/86/2814 22:13:18] HOST: 239 255 255.250:1900 bBe7c 761154521/ xming:s="http://schemas xmlsoap org/soap
M-Search from 192.168.8.13: 64766[25/06/2014 22:13:19] o - OPT:"http://schemas upnp cra/upnp/1/0/"; ns=01 - -
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#FALLONTONIGHT

Select which of the devices on this network are
allowed to access shared media on your
device.

Content Shariﬁg
Share with Network Devices

David'siPhone  192.168.0.4 Allowed Unknown Device [192.168.0.23]

David'siPhone  192.168.0.4 Allowed DTM-PC: DTM:

Device 23 192.168.0.7 Allowed
ZERO:

BLACKBERRY-BEF&
Unknown Device [192.168.0.13]

Unknown Device [192.168.0.23]

Timeline View Recorded TV 4




Authorisation - Bad Vendor Practices =~ NCCQroup

Mostly it’s a case of:

“What do you mean by
authorisation?”

*Security by obscurity
* Looking for fixed User Agents

* Deviating from the specification
slightly

%



Flaws — M-SEARCH Spoofing ncegroup®

“Devices respond by sending a 'HTTP 1/1 200" response via UDP to
the source IP and source port that the M-SEARCH packet
originated from.”

e M-Search Spﬂuﬁ_ Elﬂ‘ﬂ
M Search Spacfig 60% of devices* | looked at will
Networ nerace. respond to any routable destination

Device\NPF {CEEAJGBE-B267-4821-3407-DAFBOZ5AD52E RS

Devices send responzes to:

P Adtace o * Devices that should respond to M-SEARCH
192.168.06 9999 requests i.e. Media Servers responding to Media
Players

Interval:

10000 ms lj

Of these device mostly all devices did
- not care about what UDP port they
send traffic to. Those that did
disallowed low ports i.e. 1-1024

Log:
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Flaws — External Device URL’s NCCYrouUp

NOTIFY * HTTP/1.1

Cache-Control: max-age = 300

Host: 239.255.255.250:1900

Location: http://192.168.0.6:9090/685f34e2-9a75-
49c8-b642-2b1586ad4433/

NT: urn:schemas-upnp-
org:service:WANPPPConnection:1

NTS: ssdp:alive

SERVER: UPnP-Pentest-Toolkit

USN: uuid:685f34e2-9a75-49¢8-b642-2b1586ad4433

HTTP/1.1 200 OK

Cache-Control:max-age = 300

Date:Wed, 25 Jun 2014 22:19:27 GMT
ST:.upnp:rootdevice
USN:uuid:685f34e2-9a75-49¢c8-b642-2b1586ad4433
Location:http://192.168.0.6:9090/685f34e2-9a75-49¢ 8-
b642-2b1586ad4433/
OPT:"http://schemas.upnp.org/upnp/1/0/*; ns=01
01-NLS:2404a5f72618151d22759c04a8cad0b6
Server:UPnP-Pentest-Toolkit

Ext:

What happens if we specify a URL
outside of the local subnet i.e. the
internet

40% of devices / apps* that | looked
at will make requests to any routable
destination

* That actually have a need to go and get device
URLs i.e. Media Players looking for Media Servers

Of these device mostly all devices did
not care about what TCP port they
send traffic to.



Flaws — External Traffic NCCYrouUp

Possible implications of UPnP services not taking note of where they are
sending traffic

« Sounds like Denial of Service (DoS)?
« Attacker sends one packet - Multiple packets sent to a target
» Attacker sends one packet - Multiple devices send packets to a
target
« Send a small packet - Bigger packets sent to a target
» Influence over audit activity:
« Malware Beacon Signatures
« Dodgy Web Sites
» Port scanning
* Trust Boundaries...



Trust Boundaries NCCYrouUp

TRUSTED LAN

UNTRUSTED LAN VPN ~N

Connect your work laptop to your home LAN
(Untrusted)

You have some UPNP service i.e. Running a media
player

Attacker on your home LAN can cause UDP/TCP
traffic on your work LAN (Trusted)
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Bugs to look for NCCooUP

Do devices and apps impose limits on the size of files they
attempt to download?

Do they assume that all they have to process is a small XML
file?

How do they handle traditional XML base attacks? i.e. XML
Entity Injection (XXE)

When they have parsed the information do they safely handle
it?
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Memory Management NCCooUP

Many UPnP implementations reviewed have problems i.e. Lots of iIOS apps

8006

Instruments "

© 00 (~nnnnare I-

Run 101'1

[Q= Instrument Detail )

o AT Rt

i emmioad

5_Total Load

VM Size

] = |
B Trace Highlights =
¥ Highlight B -
. Highlight By _ % CPU ' CPU Time
(Al ™
assetsd SpringBoard
backboardd locationd
UserEventAgent CommCenter
SpringBoard mediaserverd
MediaConnect backboardd
L 0.00% 29.00% 58.00% | | 00.00 32:24.1944 1:04:48.3888
Real Memory Usage Real Memory Usage
‘ itunesstored itunesstored
‘ AdShest AdSheet
‘ t d backboardd
SpringBoard
. SRR MediaConnect

. MediaConnect
0 Bytes 331.72 MB 663.45MB
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Where are we heading? ncecorove

“‘UPnP+ will expand beyond the group's
traditional work on devices using Internet
Protocol on WiFi LANSs to create bridges to
wide-area networks and non-IP devices.”

"Today there's not a good standard for
accessing devices across any network but
UPnP [Forum] is working on It," said Alan
Messer, a Samsung researcher in San Jose
who is vice president of UPnP [Forum].”

From: http://www.eetindia.co.in/ART_8800698124 1800001 NT_ 8dd16112.HTM
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Conclusion NCCYrouUp

| think UPnP can be a hidden gem on security
assessments

« The more a security professional experiences UPnP the
more alarm bells start to ring

* Vendor best practices vary to huge degree

| have introduced new common classes of bug. | am
sure there are plenty of bugs to be identified.

* Hopefully UPnP Pentest Toolkit will be a useful tool for
people who want to assess UPnP targets or get started
with carrying out research in this area

* The future looks even more scary! Watch this space,
hopefully I will present on some of this in the years to
come



Get UPnP Pentest Toolkit NCCYrovp

Goto:
upnp.ninja

NCC Group GitHub:
https://github.com/nccqgroup/UPnP-Pentest-Toolkit
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Keep updated

Tool:

Via GitHub page
or the
‘About’ Dialog

Research:

Follow

@dtmsecurity
@nccgroupinfosec

nccoroup®

freedom from doubt

: | (e

UPnP Pentest Toolkit

UPnP Pentest Toolki

Version: 1.0
David Middlehurst
NCC Group

Twitter: “
Enccgroupinfosec
@dtmsecurity

This tool makes use of the following libraries:
https://managedupnp codeplex.com/’
https://pcapdotnet codeplex.com/

e Check Latest Version
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