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Abstract

Organisations that need to keep long-term secrets, or which are designing systems
that will be in use for ten or more years, need to plan for a post-quantum-computing
world. This paper gives a short introduction and overview of post-quantum cryptog-
raphy. We discuss why post-quantum crypto is needed, and provide handles to de-
termine how to plan for migration. Furthermore, we provide an overview of promising
post-quantum crypto directions, and provide references for further reading.
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Why do we need post-quantum crypto? NCCQroup

Physicists continue to make progress with developing quantum computers. Once a sufficiently large quan-
tum computer is available, it will be capable of breaking most of our current uses of cryptography. Post-
quantum cryptography will survive such a ‘quantum crypto-apocalypse”.

A (qu)bit about quantum computers and algorithms

As the name suggests, quantum computing makes use of quantum-mechanical phenomena to ‘extend’
classical computers. Classical computers operate on bits, which can have one of two states; 0 or 1. Quantum
computers, however, operate on qubits, which are in a superposition of states: 0, 1, or a little bit of both.
Quantum algorithms can leverage this superposition of states to provide efficient solutions to a number
of problems that classical computers cannot solve efficiently. Intuitively, quantum computers do this by
evaluating many solutions at once, whereas a classical computer would have to evaluate each solution
individually. Scientists believe that not every problem can be efficiently solved by a quantum computer,
but unfortunately much of our current cryptography is based on problems that are efficiently solvable by a
quantum computer.

Shor and Grover - Quantum Algorithms

Two of the most famous quantum algorithms are Shor's integer factorisation algorithm and Grover's algo-
rithm for searching an unstructured database. Peter Shor developed a quantum algorithm that factors an
integer N in polynomial time in the length of N [Sho99]. This means that breaking RSA becomes just as easy
as using RSA. Additionally, Shor's algorithm can be adapted to break DH / DSA (discrete-logarithm problem
in finite fields) and ECDH / ECDSA (elliptic curve cryptography).

Grover's algorithm is more generic, and can also be applied to symmetric algorithms such as AES, but
has a less drastic impact [Gro?6]. The algorithm was introduced by analogy: “Imagine a phone directory
containing N names arranged in completely random order. In order to find someone’s phone number with
a probability of 1/2, any classical algorithm will need to look at a minimum of N/2 names.” The quantum algo-
rithm reduces the complexity to the square root of N. This effectively halves the security level of algorithms:
AES-128 drops to 64-bit security, AES-256 drops to 128-bit security.
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When do we need post-quantum crypto? NCCQroup

Most current cryptographic protocols rely on Diffie-Hellman (‘'DH’) or elliptic-curve DH (‘ECDH’) for key ex-
change, and on RSA or ECDSA for authentication. All of these can be broken by quantum computers. But
quantum computers will not be available for many years. How much time do we have to protect ourselves
from quantum computers?

To decide if and when we need to protect ourselves against these hypothetical quantum computers, we
need to ask ourselves the following questions:

e How long must our secrets remain secret, or our signatures remain trustworthy? (z years)
* How long will a full transition to post-quantum cryptography take? (y years)
e When do we expect a crypto-breaking quantum computer to exist? (z years)

Which leads us to Mosca's theorem: “if z 4+ y > 2, worry” [Mos15].

Yy x

z problem

time
Figure 1: if x + y > z, worry.

The value of x, or how long secrets must remain secret, greatly depends on the application. The design of
your yet-to-be-released product might be interesting for competitors today, but less so once you've released
its successor. On the other side of the spectrum, state secrets have to be kept confidential for many years to
come.

What's important to note here is that if an attacker records our (EC)DH key exchange today, she can decrypt
our communications once she’s acquired a quantum computer in the future. So to protect our communica-
tion, we will need to protect our key exchange well before quantum computers become available.

The argument for authentication is more subtle; if we're authenticating a key exchange, an attacker will
have to break the authentication at the moment of the key exchange (i.e. we do not need post-quantum
authentication of key exchanges before there are quantum computers that can break the authentication).
If we're authenticating firmware images however, we'll not only want to accept fresh signatures, but also
signatures from the past. So whether we'll need post-quantum signatures before quantum computers exist
depends on the lifetime of the signatures.

The value of y, or how long a transition will take, is also greatly dependent on the application. In particular,
it depends on:

e How long it will take until suitable post-quantum crypto is available
e How long you will need to implement and test your post-quantum crypto solution
* How long until products without post-quantum crypto are phased out (i.e. the lifetime of your product)

Estimates for z, or when a crypto-breaking quantum computer will be available, range from ‘in a decade’
[BWM™15] or ‘at least a dozen years away'[Int15], to ‘will never happen’ [Kal11]. At the PQCRYPTO 14
conference, the quantum computer researcher Matteo Mariantoni of the University of Waterloo's Institute
for Quantum Computing estimated that with a research budget of $1 billion, there could be a quantum
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Figure 2: Seven steps towards a fault-tolerant quantum computer. The green arrow indicates the current

research focus. Source: [DS13].

computer in fifteen years, breaking one RSA-2048 key per day'(and such a quantum computer would need
the equivalent of a dedicated nuclear power plant for power supply) [Mar14].

The available estimates for z are quite scarce, most likely because there are still a number of breakthroughs
required, and predicting when a breakthrough will occur is hard. Figure 2 shows the steps/breakthroughs
needed to build a fault-tolerant quantum computer, as identified by Devoret and Schohlkopf[DS13]. Even
though it is hard to predict when breakthroughs will happen, we do know that a lot of effort is being put
into developing quantum computers. For example, intellegence agencies[IBM15], large corporations such
as Intel[Int15] and Microsoft{Mic16], and coordinated research projects [EU16] are investing large sums into
quantum computing (the EU project is said to invest € 1 billion; remember the figure from Mariantoni's

prediction?).

So when (or even if) crypto-breaking quantum computers will be available is still uncertain, but we should

make sure we're ready by then.

"Note that if we assume that current supercomputers can break one RSA-1024 per day right now, and we extrapolate computing
power according to Moore's law, we can expect classical computers to break one RSA-2048 key per day in fifteen years. However,
we can buy ourselves another ten years for attacks against classical computers by using RSA-3072, while that will (most likely) not

suffice for attacks by quantum computers.

© Copyright 2016 NCC Group
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Post-quantum algorithm overview NCCQroup

With the advent of quantum computers, cryptographers have been researching post-quantum cryptographic
schemes that are resistant to attacks by quantum computers. Current symmetric ciphers with 256-bit keys,
such as AES256 and ChaChaZ20, are believed to be quantum-resistant. Post-quantum cryptography research
thus focuses on asymmetric algorithms, to replace RSA, (EC)DH and (EC)DSA. These post-quantum algo-
rithms are based on mathematical problems that are believed to be difficult in the classical and quantum
cases.? Leaders in the field of cryptography from both governments [CESG16] and academia [Ber16] argue
that post-quantum algorithms are what we need to protect us against quantum computers.

The field of post-quantum cryptography is relatively young, and most post-quantum cryptography has not
received adequate cryptanalysis to make it ready for production use; however, there are several promising
areas of research that may develop into robust constructions. Several of these are detailed below.

Hash-based signatures (XMSS and SPHINCS)

Hash-based signatures are the most mature among the algorithms we discuss. Hash-based signatures are
built around hashes, and have security proofs that only rely on the security of a hash function. Cryptography
has used such hash functions for decades, and there is a lot of confidence in their security.

There are currently two popular hash-based signature schemes: XMSS [HBGM16] and SPHINCS [BHH T 15].
XMSS is faster and has smaller signatures (around 20kB), but requires the signer to keep a state, which is
very error-prone. Not properly managing the state can result in leaking the private key - something we have
learned hard lessons from with ECDSA. SPHINCS on the other hand is stateless, but has larger signatures.

XMSS is currently undergoing standardisation by the IETF[HBGM16].

McEliece / Niederreiter

Introduced in 1978 [McE78], Robert McEliece created a new public-key cryptosystem based on error-correcting
codes, which harnesses the “Syndrome Decoding” problem, a known hard quantum problem. McEliece
uses Goppa codes, which when used with the Patterson decoding algorithm are capable of encrypting
and decrypting messages. In this scheme, a large matrix and an “error margin” form a public key (analo-
gous to a large composite number and exponent in RSA). The Niederreiter cryptosystem[Nie86] is proven
to be equivalent[LDW94] (when used with Goppa codes), but slightly more efficient. McEliece/Niederre-
iter with Goppa codes has been quite well studied, and is considered one of the most trustworthy post-
quantum algorithms. Even with Niederreiter's optimisations though, it suffers from relatively large public
keys (around 1 MB). The PQCRYPTO group has recommended McEliece as a post-quantum public-key
encryption replacement[ABB ™ 15].

Over time, many variants of McEliece have been proposed, but only the variant using Goppa codes has
stood the test of time. Several promising optimisations for both speed and key size, such as QC-MDPC
McEliece[MTSB13], are actively researched.

(Ring) Learning with Errors

Ring Learning with Errors (RLWE) is a relatively new public-key cryptosystem introduced by Lyubashkevky
et al [LPR13]. This scheme is an efficient case of the “learning with errors” problem that can be reduced to
the “shortest vector problem”, a hard problem for quantum computers. This scheme has spurred research in
many areas, [ZZD 15, Lyu12, GSW13]. Particularly interesting is that this scheme has been extended to form
an efficient Diffie-Hellman-like key exchange scheme [Pei14], with only moderately higher data transfers than

ZPost-quantum algorithms can be executed with today’s classical computers, so you don’t need a quantum computer to protect
you from quantum computers.
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traditional Diffie-Hellman key exchange. RLWE becomes efficient by adding special structure to the private
key. Cryptographers worry that adding such structure might also introduce weaknesses, but at least up to
today no such weaknesses have been found.

Researchers Bos et al [BCNS15] have experimented with adding a RLWE as a post-quantum key-exchange
mechanism to TLS. They modified OpenSSL and added RWLE-based key exchange. Additionally, they
included a hybrid scheme that combines a RLWE and ECDH, to achieve at least the security level that
either one of those offers independently. They showed that using RLWE on average took 2.1 milliseconds,
whereas ECDH took 1.4. Finally, a server using a RLWE key-exchange on average would handle 20% fewer
connections than a server using ECDH. These results show that while RLWE key exchange is less efficient, it's
not prohibitively expensive to use.

NTRU

The NTRU algorithm can be used for encryption and signing. At a (conjectured) 128-bit post-quantum
security level, NTRU uses 12881-bit keys[HPSﬂ 5]. NTRU has been available for a considerable time, and
has been studied by many cryptographers, but in contrast with other post-quantum encryption schemes it
lacks security proofs. Instead, it relies on not being broken after years of attempts to break NTRU (as is the
case with RSA - but RSA has received a lot more attention from researchers). Several proposals to change
NTRU to provide better security proofs exist[SS11, BCLvV16].

NTRU is standardised for use in the financial sector (IEEE Std 1363.1 and X9.98), and is a designed, imple-
mented, and deployed algorithm, putting it far ahead of most other algorithms. But that standardisation has
been driven by Security Innovations, who hold patents for NTRU. In recent years they have opened up patent-
free licensing for open source applications, released an open source version of their library, and partnered
with wolfSSL to offer a post-quantum-enhanced TLS library that can be used today. For proprietary uses,
patent licensing is still required, but as NIST is looking to standardise post-quantum algorithms it may make
sense for Sl to drop that requirement to push for universal adoption of NTRU, so keep an eye out.

A note on Quantum Key Distribution

Quantum Key Distribution (QKD) does notfall into the post-quantum-crypto category, butis often mentioned
as an alternative solution to the ‘quantum crypto-apocalypse’. QKD promises to be able to check whether
an adversary listened in on your key distribution. If no-one listened in, the transferred key can be used. QKD
is more about physics, lasers, and optics than math and cryptography; and physical attacks on the system
have been demonstrated. These side channel attacks[Ber16] are particularly relevant for key distribution.
There is no final verdict on the future of QKD yet. Switzerland has used QKD to secure elections[Mar07],
the NSA does not encourage QKD but seems to keep the option open[NSA16], and the CESG discourages
QKD[CESG16]:

QKD has fundamental practical limitations, does not address large parts of the security problem,
and is poorly understood in terms of potential attacks. By contrast, post-quantum public key
cryptography appears to offer much more effective mitigations for real-world communications
systems from the threat of future quantum computers.
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Comparison

Tables 1, 2 and 3 give an overview of key and signature sizes at a (conjectured) 128-bit post-quantum security
level for key exchange, signature schemes, and public-key encryption schemes respectively. The schemes
in boldface are included in the initial recommendations of the PQCRYPTO project{ ABB " 15].

Public key size Signature size Ref.
XMSS 1732 B 3kB [HBGM16]
SPHINCS 1kB 41 kB [BHHT15]
RLWE 25 kB 19 kB [GLP12]

Table 1: Post-quantum signatures comparison (schemes recommended by the PQCRYPTO project in

boldface)

Public key size Ref
McEliece/Niederreiter 1 MB [BCS13]
QC-MDPC McEliece 8 kB [MTSB13]
NTRU 1.5 kB [Inn16]

Table 2: Post-quantum public-key encryption (schemes recommended by the PQCRYPTO project in
boldface)

Bytes transferred Ref.
McEliece/Niederreiter? 1+1MB [BCS13]
RLWE (NewHope) 2+2kB [ADPS15]

Table 3: Post-quantum key exchange comparison

“Based on two peers exchanging random encrypted under public keys
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PQCRYPTO recommendations

The PQCRYPTO consortium is a group of universities and companies investigating post-quantum crypto-
graphic systems. They aim to design a portfolio of algorithms that will be performant in a variety of settings
(mobile, cloud, etc.). In September 2015 they released a set of conservative choices for post-quantum
systems and will continue to investigate other existing schemes[ABB™" 15]. Their initial recommendations
are:

e Symmetric Encryption: AES-256 or Salsa20 (256-bit key)

e Symmetric Authentication: GCM with typical 96-bit nonce and 128-bit authenticator or Poly1305
e Public-key Encryption: McEliece with binary Goppa codes

® Public-key Signatures: XMSS or SPHINCS-256

The PQCRYPTO recommendations are shown in boldface in the comparion tables of Section 3.

NIST
In April 2016, NIST announced the start of a standardisation effort for post-quantum algorithms:

NIST is taking the following steps to initiate a standardization effort in post-quantum cryptog-
raphy. NIST plans to specify preliminary evaluation criteria for quantum-resistant public key
cryptography standards. The criteria will include security and performance requirements. The
draft criteria will be released for public comments in 2016 and hopefully finalized by the end
of the year. At that time NIST will begin accepting proposals for quantum-resistant public key
encryption, digital signatures, and key exchange algorithms. NIST intends to select at least
one algorithm providing each of these functionalities for standardization. NIST will establish
a submission deadline late in 2017 for algorithms to be considered, allowing the proposals to
be subject to 3 to 5 years of public scrutiny before they are standardized.

Given that there is no ‘silver bullet, NIST expects to standardise multiple good choices, rather than to pick
a single winner. Taking into account the three to five years of public scrutiny, and a typical standardisation
track of around two years, NIST standards are expected to arrive in 2021 to 2023. Hash-based signatures
might make it to a standard earlier, given that they have good security proofs and are already undergoing
standardisation by the IETF.

NSA

In August 2015, the NSA announced that they prefer partners and vendors to invest in a transition to post-
quantum cryptography soon, rather than to elliptic-curve cryptography now:

For those partners and vendors that have not yet made the transition to Suite B elliptic curve
algorithms, we recommend not making a significant expenditure to do so at this point but
instead to prepare for the upcoming quantum resistant algorithm transition.

There is a wealth of speculation around cloak-and-dagger scenarios that may have caused the NSA to make
this announcement, but the general opinion is to keep calm and carry on. The NSA later released an FAQ in
which they discuss the motivations behind their announcement[NSA16]. The key take-aways are:

® The NSA waits for NIST to standardide post-quantum algorithms before requiring vendors to support such
algorithms
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e The NSA made this announcement in August 2015, because they previously announced that RSA would
no longer be part of Suite B per October 2015. Recognising the cost of a crypto transition, they prefer
vendors to spend their money on a transition towards post-quantum algorithms in a few years, rather than
a transition to elliptic-curve cryptography now.

Transition period: hybrid schemes

So what if your product needs post-quantum crypto today? There are no standards yet, and for most use
cases there is no silver bullet solution available. A viable solution could be to use a hybrid scheme: combine
classical (standardised or trusted) crypto with post-quantum crypto to give you a solution that offers the best
security of both. For example, adding both ECDSA and SPHINCS signatures to firmware images, or doing
both ECDH and RLWE key exchanges (e.g. [BCNS15]). This might also be the way to add post-quantum
security to products that require the use of approved algorithms, before NIST has finished standardising
post-quantum schemes. Note that for such hybrid schemes itis very important that flaws in the post-quantum
part do not affect the security of the classical part, and vice versa. As with any other crypto implementation,
make sure to get an expert to evaluate your design and implementation.
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Quantum computers will be able to efficiently break almost all public-key cryptography we use today. Or-
ganisations that need to keep long-term secrets or that are designing systems that will be in use for ten or
more years need to plan for a post-quantum-computing world. Crypto-breaking quantum computers may
still be decades away, but we need to start the transition to post-quantum cryptography well before that
time. Secrets exchanged today may be exposed, and signatures of today may no longer be trustworthy
when quantum computers are available. We should therefore consider which secrets of today we want
to remain secret, and which signatures of today we want to remain trustworthy after quantum computers
become available, and protect those now.

The field of post-quantum cryptography is relatively young, and there is no clear-cut post-quantum successor
for RSA or DH yet. Typically, post-quantum algorithms have considerably larger (kilobytes to megabytes)
public keys and signatures, and some require more computation than RSA/DH does. If you need post-
quantum crypto today, keep an eye out for the European Union’s PQCRYPTO project, which has started
to provide recommendations[ABB" 15]. Cryptographic consultants can help you combine post-quantum
crypto with current best practices to create products that benefit from approved algorithms as well as post-
quantum security. Otherwise, consider waiting for NIST to standardise post-quantum algorithms (expected
around 2021-2023).
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